THEAAL R S8 = SR R R SRR AE A A

Validation and Qualification of Computerized Laboratory Data Acquisition Systems
PDA AR No. 31
Technical Report No. 31 PDA
1. Objective HHJ

The purpose of this article is to provide guidance to laboratory scientists, technicians
and managers responsible for the implementation, testing, control and usage of
Laboratory Data Acquisition Systems (LDAS) used within a GMP, GLP, and GCP
regulated environment.
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2. Scope Jif

This article specifically addresses computerized LDAS within a regulated
environment. This guidance is also applicable to systems considered critical to the
operations of a company, department or function regardless of the system’s regulatory
impact. The scope of this article excludes the typical Laboratory Information Management
System (LIMS). The fundamental difference between a LIMS and an LDAS system is that
the LDAS has a laboratory instrument as its primary focus, such as a computerized HPLC,
whereas a LIMS, though instruments may be attached, has the management of data as its
primary focus. The guiding key practices for testing and controlling an LDAS are similar to
those for testing and controlling a LIMS;™ the fundamental differences lie in the application
of these key practices.
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3. Overview of Validation Concepts —LeIGiFHE & HI45A

The testing, calibration and control of laboratory systems are not new concepts.



Instruments are usually calibrated (i.e. tested) prior to their use in an experiment. Likewise,
controls are typically utilized to ensure that the instrument remains in calibration thus
assuring the on-going quality of the data. It is the extent of testing and control and the
amount of subsequent documentation required, especially within the regulated
environment, which has changed dramatically over the past years.
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Several years ago, validation was a term inappropriately applied only to the
documented testing of a system. This testing verified the proper functioning of the system.
Procedures for maintaining the system in this “validated” state assured the scientist that
the system was under control and produced consistent and reliable results.
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As a result of regulatory concerns, the testing and control of a system is now a larger
process. Validation involves the documented assurance that a system has been defined,
designed, developed and delivered in a manner consistent with its intended purpose. It
should include processes that address on-going support, control, and the retirement of the
system.
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The process applied to the control of these systems is called “Validation” and a
definition often used is:
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“Establishing documented evidence that provides a high degree of assurance that a
specific process will consistently produce a product meeting its predetermined

specifications and quality attributes.”(FDA: General Principles of Process



Validation, 1987).
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Which systems should be validated? Any system that is used to create, modify,
maintain, archive, retrieve, or transmit data’ intended for submission to a regulatory
agency must be validated. Recent regulatory inspections indicate that the validation
concept is broadening to include any system that may impact a regulatory decision
including electronic Standard Operating Procedure (SOP) systems, report tracking
systems, etc., but these issues are outside of the scope of this article.
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Validation is mandatory within a GMP/GLP regulated environment. However,
determining which systems require validation, and how much testing to perform and
associated documentation to retain, is sometimes problematic. Since validation is an
assurance process it is also applicable to those systems considered important to the
operations of any business. Thus, the key practices set forth in this article may be applied
to systems within a non-GMP/GLP regulated environment but considered important
enough to justify the resource expenditures inherent in the validation process.
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What follows is a brief overview of validation concepts. Numerous articles and books
have been written describing these practices indetail.>°
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3.1 Suggested Practices —LE4fE 77 HT5L# 7% 57

The following key practices are recommended to help identify and control all
computer validation efforts within your business.
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Inventory: An inventory should be created of all computer systems being used within
the appropriate business area (company, department etc.). It should be a dynamic
inventory representing at any point in time all systems currently in use. A regulatory
inspector often asks for this inventory as one currently in use. A regulatory inspector often
asks for this inventory as one of the first questions during an inspection.
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System Assessment: The assessment of each computer system within the inventory

should be based on its impact to regulatory submissions, product, and the system’s
criticality to the efficient functioning of the business. The need for validation should be
based upon this risk assessment.
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Validation Master Plan: The Validation Master Plan is a direct result of the inventory

system assessment. It is a document that lists and prioritizes the computer
systems/applications to be validated and associated responsibilities and timelines. In the
list there may be systems that are identified as candidates for replacement, reengineering,
or retirement. Justification for not validating a system should be documented.
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Validation Teams: Some companies have a fairly high-level management team

responsible for approving the Validation Master Plan. The team should represent the user
departments, Quality Assurance, and any other relevant areas. In addition, dependent on
the scope of the validation, each validation project should have a team comprised of the
appropriate user, Information Technology and Quality Assurance resources.
Representation from these areas will ensure that knowledgeable personnel have placed a
proper focus on the validation effort and that all critical aspects of the system have been

documented, tested, and controlled.
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3.2 Validation Related Activities JiiFAH <5 3h

As mentioned above, validation is a process that impacts the acquisition,
implementation and retirement phases of a computer system. Although the control
mechanisms required during these phases have been well documented in other articles, a
brief review has been included for those not familiar with this information. Keep in mind
that all documentation should be appropriately approved, version controlled and archived.
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3.2.1 System Definition Phase & 45 X E:

A Requirements Document should be developed which describes the system
as it will be used within the laboratory. It should include the purpose of the system,
the desired functions, necessary security and access requirements, and external
connections (i.e. instruments, networks, other computers etc.). It should also
include any requirements for compatibility with existing or future equipment and
computing architectures.
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3.2.2 Acquisition Phase it/ E:
A Supplier Assessment may be included as part of the acquisition phase. This

is ideally accomplished via a “Supplier Audit”, 6

a scheduled visit at the supplier’s
place of business to assess their quality practices used for system development
and support. Auditing is also applicable for in-house developed systems. A
‘Request for Information’ may be used as a preliminary assessment tool to

eliminate a prospective supplier if multiple suppliers are being considered.
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In either case, the supplier assessment should minimally address the

following:
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1.

Business Related A%

Financial stability 0Bk & 1t
Organizational structure ZHZ3 424
Product focus and strategies = i

Employee credentials and training £ T.3CE A5

Development Related T & 5%

Development methodologies 77 &

Software quality assurance practices #4J7 E RIS
Change control Procedures 7 5 5 | F£ 5
Configuration Management Procedures it & & #i &
Personnel Training Procedures A 2 55l f2 5

User and Support documentation FH /' #1532 43 0 4
Testing Procedures X2 /7

Technical Review practices K [Hl ¥ TG

Security Procedures %47

Ongoing Support FF&E S

Security %4

Maintenance and Change Control %3 {7% 148 5 2
Customer Support % ) 32 £

Documentation Management SC{4F% B

Backup and Recovery %/ fl{k 5

Operations #§:1f

Training £l



3.2.3

® Disaster Recovery WEMEVKE
Key deliverables from the Supplier Audit are the Audit Report, the supplier’s
response to audit findings, and the client’s ‘rating’ of the supplier. In addition, the
Design Specifications and Statement of Source Code Availability should also be
delivered.
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The Design Specifications is a highly technical document used by the

developers to translate the Requirement Specifications into actual development
practice.
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The Statement of Source Code Availability should ideally indicate that the

source code for the software has been deposited in an escrow account so that it
is available regardless of adverse business situations. It may also state that the
source code is available for inspection at the supplier’s site. This statement is not
necessary if the code will be maintained by the client or was developed in-house.
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Implementation/Testing Phase #4475 /ill i B :

A plan of action should first be developed which outlines the testing activities
to be performed, expected results and control issues during this phase. This
document is typically entitled the “Test Plan”. Recommended sections of this
document include:
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® Introduction and overview of the system Z 4t/ ZA AL

® Identification of system components to be tested 7R & GiZHLEIF)R



il

® Testing procedures WIiAFEF

® Responsibilities B3

® Expected results and criteria for acceptance i ()45 51 A 42252 Frif

® Approvals flbii

The testing (Qualification) procedures identified within the Test Plan are
divided into three “qualification” categories. Some companies accomplish each
category at different times with a separate test protocol for each, while other

companies design an overview “Systems Qualification” document with each type

of testing as a subsection.
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It is important that each qualification be accomplished regardless of whether
it is under one or multiple testing protocols.
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Installation Qualification (IQ): Tests and documents whether the entire

system (i.e. hardware, application and system software) has been installed
correctly at the user site.
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Operational Qualification (OQ): Tests and documents whether each

component of the system (i.e. hardware and application software) performs as
intended throughout its expected operational ranges.
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Performance Qualification (PQ): Tests and documents whether the entire

system (i.e. hardware, application software and associated instruments)
performs as intended throughout its expected operational ranges. It is

recommended that user involvement should be included in PQ and, if feasible,



an actual sample or product be utilized.
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Linkage and traceability (via referencing) between the requirements, design,
and testing documents is a good engineering practice and has become an
expectation of some regulatory inspectors.
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A “Validation Test Summary Report” should be developed upon completion

of the qualification and be retained as part of the overall validation
documentation. This summary should be a high level document targeted to
upper management describing the results of the qualification effort and
identifying any problem areas or issues and the irresolution.
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3.2.4 Miscellaneous Activities A5 5):
Training: User training should be accomplished as soon as possible after the
system has been installed. This is particularly important for those users who will
be participating in the qualification testing. In addition, a process should be
implemented and documented for on-going training for the initial system, for
updates to the system, and for new employees. The training should be
documented within employee training records.
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Change Control: A process should be implemented to manage any changes that

impact the computer system. This is to ensure that the system remains in a

validated state. Any circumstance that may impact the system should be



documented and assessed for potential affects on data, system reliability, and
documentation. Additional testing may result from this assessment. All testing
and change control documents should be appropriately approved and archived.
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Standard Operating Procedures (SOPs): SOPs should be developed for all

aspects of the validation process, user training, system maintenance, change
control, documentation archival, periodic review, and for any other process which
may impact the proper functioning and use of the regulated system. A good rule
of thumb for determining what needs to be documented as a procedure is any
activity that is a stepwise, repetitive process that requires consistency (e.g.,
back-up, restore, startup, and shutdown).
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4. Fundamental LDAS Concepts and Attributes LDAS A& flfe 4
In general, a computerized Laboratory Data Acquisition System is a tool to aid in the
decision making process of the product quality, based upon the physical and/or chemical
characteristic for the analyzed sample.
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The following concepts and attributes will facilitate a better understanding of your
LDAS and assist you applying the validation process to the appropriate level of detail.
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4.1 Concept#1: Common Characteristics May Be Used to Classify the Majority of
Computerized Laboratory Data Acquisition Systems
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Lab Systems vary in complexity, function, and scope of use. Therefore, not all
systems will fall easily within these characteristics. The word “System” includes the
computer hardware, software and associated instrumentation and equipment (such as an
Analog to Digital (A/D) Interface), as well as, the external physical wiring.
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A typical computerized ‘Laboratory Data Acquisition System” (LDAS) has the
following characteristics:
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The system is designed to measure the chemical or physical property of a
sample being analyzed.
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The system is associated with a sensor component that is capable of measuring
the chemical or physical activity of a sample. The typical final output of the sensor is
an analog signal. In some instances, it may be possible to segregate the LDAS from
the sensor component for validation purposes.
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The system is associated with an analog to digital converter component (A/D)
that is capable of converting the analog output from the sensor into a digital format.
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The system has a user interface that is capable of printing, exporting, or
displaying the output from the A/D component.
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The system includes an application program or software to handle the data
processing and the interactions or coordination of the above components.
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Additional characteristics that distinguish an LDAS from other computer systems are



the location of the system (typically within a laboratory environment) and the type of
samples being analyzed. These samples can typically be categorized as raw material,
in-process, and finished product samples. The system should be operated by a person
with a technical background or a person that has been trained and qualified in using the
system. Furthermore, the use of the system is usually governed by documented
procedure.
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4.2 Concept#2: An LDAS May Be Classified According to Its Attributes of Configurability,
Complexity, and Data Integrity
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The LDAS classification concept is important for justifying the extent of the validation
effort. This classification will determine how a LDAS system should be validated or
qualified by providing a tool for assessing the data integrity and security factors of a LDAS
system.
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Typically, the data integrity and security of a LDAS can be related to the integrity and
security of the application program or software because the application program or
software has a major role in processing and handling the data.
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Classification is based upon the assessment of the LDAS complexity, the interaction
between the LDAS components; the equipment, the sensor, the A/D, the user interface,
and the integrity and security of the application program (i.e. software)
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System Attributes RZif:

4.2 CLASSIFYING LDAS COMPLEXITY&SECURITY

LDAS 732K, TR M2 etk

4.2.1 Software Configurability %4 (v Bl & 12
Configurable @instrument level #Jfic &-1% 28 7K~F
Configurable @server level 7] it & -k %% 23 /K F
Frequency of configuration it & fj 4%

Configuration security Bt % ()2 414

4.2.2 System Complexity %% & 4=tk
Sequential or multitasking 371 (8 2 4F-55 (1)
Monitor or control ¥ il sz il

Program location &7 %

4.2.3 Data Integrity %455 %
Data storage—analog #4f: ££fif- 140
Data storage—digital F3E17fiE-%F
Data storage—process #f 17fif-1d 72
Data storage—final ¥3E17fiE- 4%

Output data %t £ 3

4.3 CONTROL MANAGEMENT PROCESSES %l & # 27
Vendor assessment it FiF A%
Vendor support (my addition—SB) NSz Ff CHUAMA RS T
Source code control AL il
Updated, as-built system definition FZ. FRG%E 1T.5E X
Validation plan iEit %1
Completion of IQ,0Q,PQ 1Q. 0OQ. PQ MI5EH
SOP’s—operational SOP-#1E
SOP’s—admin/maint SOP-# i /4:1&

Current training procedures &records BT I35 I FIFLAC




4.3 Attribute#1: Configurability of the Application Program or Software—Configurable or
Non-Configurable

TRV - 7 B A 1 BT P B - AT B B A T P

“Configurable” means that the program behavior can be changed by
setting(configuring) the program variables or parameters. This excludes the Analyst
variable/parameters configuration, which should have been addressed during the
analytical method validation. If the program cannot be configured, then the program
behavior is more predictable than those programs that can be configured. Therefore, the
data integrity of the LDAS equipped with a non-configurable program is more easily
assured than the LDAS equipped with a configurable program.
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Factors impacting the control of a configurable system include:

SANE AT TG B AR G 4 1 ) R 3R 9

Frequency of setting the program’s configuration: Is the program only
configured once or does the program’s configuration have to be performed and set
whenever the LDAS is used. Control for a “once configured” LDAS is easier than for
the LDAS that needs to be configured every time the system is used.
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Security of the program’s configuration: Can the program’s configuration be
directly accessed or modified by any user or is access to the LDAS program’s
configuration restricted to only authorized people (e.g., system’s administrator)? The
control required for the “limited access” LDAS configuration program is less than that
required by LDAS equipped with a configuration program that can be accessed by
any individual.
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Some systems have more than one configuration access method. A system may

have a broad scope configuration, accessible by limited personnel in addition to “work

related” configurations accessed by individual scientists. In this instance, you should treat

the LDAS the same as a LDAS that can be configured by any individual.
—HRGHLAMCEVH T REAREA T ZIRCE, B 7 IRHE AT LAY A AR
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System Attributes Validation Considerations—Not all-inclusive(examples only)
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Attribute#1: CONFIGURABILITY $§E#1: WEEME

1.1 Frequency of Configuration

P B

If configured often: ML H L E

SOP, checklist, log, performed by& reviewed by signatures
SOP. fu#ri, A&, LiEAMEZAFA

If configured seldom: IR /DHCE

Change control with associated impact assessment

AR A ) A AL AR AT AN

1.2 Security of Configuration

We B 2 4tk

Configured by any user: {Ffif \ #7] lic &

Operator/ user training #/E A /Md A5
Record configuration before& after user changes
CRAE AR Z BTN JE A BC &

Configured by system administrator only: R ft R4 & Al E

Challenged by multiple level security passwords.

MEZ /S e ALt T

Attribute#2: SYSTEM COMPLEXITY #iE#2: RAEFE RN

2.1 Simultaneous or Sequential
Tasking

A5 B S 55

Simultaneous (multitasking):[E3F (Z4E&4LFE)

Test environment separate from production system.
ML AR RGP ER 5

Test under simulated multitasking conditions to insure compatibility of




all components.

BANZAL ST 5 A AT I AR ORI A LA Sl 1

Test system loading—verify response time not impacted

I 2R BN - A VAT R R B )

Sequential: 571l

Verify sequence of operations is consistent with sequence chart/
steps or timing diagrams.

HASR AR B £ S 5 s B

2.2. Monitor or Control

I B ]

Monitor only: il

Verify sensor types, locations, connections Ffii/ME AR AL 7B
LA

Calibration—sensor and instrument £ #E-1& 825 F R
Simulate or force sensor inputs LB 1L B
Display or print monitored values 7% 53T ER () Wi
Control& monitor-(Same as Monitor Only plus the following: )
FEIAN I G —FE 3 BRI 2D

Verify types, locations& connections of controlled devices
NN eSS =R E~SI N DA = W B

Verify control sequences, steps, events

ARSI PERAA

2.3 Program Embedded or
Non-embedded

PR AR e Bl A R 2GR

Embedded program: 4 #x S FEF

1Q of program version or EPROM in local equipment
FEFFRAS BB - EPROM (#1Q

Backup disk or tape of executable source

F AP HEAE BT AT IRACRY R 7

Procedure for program reload and reconfigure

T 2T 0 28RN 20T B B R

Battery backup or UPS

FLYE A 17 8L UPS




Non-embedded program: 3k #x 8 fF

Host computer backup and disaster recovery procedures
NN R SR

Network& application security

IR £ 1 FH 224

1Q hardware configuration and application program version
TR B0 S R RS 1Q

Compatibility of multiple applications on server

JIR 55 s b 22 FhOSE AR St A %

Response time through local or wide area network

AE 3 AR 3 A P S TR

Attribute#3: DATA INTEGRITY Rri#3. #dssomef:

3.1 Single Process or
Multiple-process Data

FIRMERE TR

Process data one time only: ##ig R ALF#—%

Equivalent results from other instrumentation

H A B HIEH 4R

Repeatable results from second sample, same source
FARKRIE, F-MERTERERER

Re-processing capability: F§4-¥ &

Repeatable results with same setup parameters

HRIRIRE ST BT A 45

Acceptable results from re-process data with parameter variation
AESHT BRI TR SR

Availability of procedures to assess when re-processing is needed and
acceptable

TROT PR AL i 7 B SR FT R Z ARR A R

Modifiable parameters should be under procedural or system control

AR HISHNAERFRAR S T

3.2 Temporary or Permanent

Temporary data storage: i %4 {47




Data Storage Battery backup— power disruption test

I B 01 7K R 4 A0 P Tt 2847 - PRI R

Hard copy or screen print procedure for volatile data
Gy AR KR RS DBl e A 4T BN

Permanent data storage: 7k A %4 {47

Stored data down- load to external storage media

T B - RIS AR AR

External storage media backup (disk,tape,...)

HRERAEAE A BT (AR S W)

4.4 Attribute#2: System Complexity
Feti#2: RGN

A LDAS that is required to perform multiple tasks is considered to be more complex
and difficult to control than a LDAS that performs a single task. Program control is typically
easier for a single task LDAS than for a multiple task LDAS program since the program is
typically simpler.
ZALS AL ER ) LDAS #A A BT 55 Ab 38 1Y) LDAS B 4 FNBE xfEd= il . BT 2519 LDAS 11
Pt — M LL Z AT 55 1) LDAS 45 5, PRy HRR 7 — M )

Simultaneous or Sequential Tasking [P 8 FFE % 4b

Are multiple tasks performed simultaneously (multitasking) or in a sequential manner?
Generally, the application program for a LDAS with multiple tasks performed sequentially
is less complicated than an LDAS application program that must perform the multiple
tasks simultaneously. For all multitasking application programs, you need to address the
size of the system’s data buffer, the timing and coordination of system’s resources needed
for the coordination of data input, process, and output. Some LDAS are capable of
performing both sequential and simultaneous multiple task modes; in this case the LDAS
system should be considered to be simultaneous multitasking.

LML R R AT (ZALFLEID SURZ I FIIRAT? — ok, %P FIRAEAT
2 1f) LDAS [ LR A B 2 AME S I TRl B — 28 XFT- A (0 2 AR 55 A B S FH AR
IR B RGBS XA AR/ B ARBE o P 75 B0 R GE BRI e 22 4



AP AL EE . —2% LDAS W] LA [RIB 4T 37 51 f R D b B 24T 545K, X A& L T, LDAS Zi
AR ZAT55 A BB TE

The role of the program in Monitoring and Controlling the laboratory equipment

82 YR A S 6 25 V6 M 0 R o) o P4 P

A program that actively controls and monitors the lab equipment is typically more
complicated than a program that plays the passive role of just receiving and processing
data from the equipment.

2 SR AN I S5 % Ve IR — M EE sl 3 Ce 32 RN AL BER 1 Ve HO B0 AR 22
B,

The Application Program or Software: Embedded or Non-Embedded in The
Equipment

IR B RN AR R A S

‘Embedded” means that the program cannot be changed by the user. The program
can only be changed if it's accompanied by a physical hardware change. The typical
embedded program is supplied in the form of a ROM chip (e.g., EPROM) placed (or
embedded) in the equipment hardware. Since the application program is embedded, it is
more difficult for a user to make changes to the program. Therefore, the difficulty in
changing the program gives better assurance to program integrity, which translates to
better assurance of data integrity. For a non-embedded program, it is also important to
consider where the non-embedded program resides, whether it's on a local hard disk or
on a server. Typically, programs located on the server are more secure than programs
located on a local hard disk.

WK NEF AT B XEEF R AREYI RS s,
Hy PR R T2 DL ROM S S (Ll EPROM) 2B AE (RNHRAE) B I1E .
MR R, BTLE B . BRIk, W] DLSEAF ORAERE P 1) e Btk R ]
PABE AT ORAESE (O 7e 860k o X TAENIRAE T, AREREHE R e E, & HIEA Mg e
MR5 . — R T IR S5 AR iR 77 B % 4

4.5 Attribute#3: Data Integrity— Data Storage or No Data Storage and Single
Processing or Multiple Processing.

4.5 JF1H#3: B 50 BN LA 7 0 ETC R 1 AR A 4 P 2 2 F 4



In this concept paper, the data will be categorized as follows (see also Diagram No.1):

FERSMESVER SR, Bz UL T 3T 7028 (W] 2 FEIE 1!

Analog Data: This is the data that comes from the lab equipment analog detector or
sensor.

R . XA R B T S0 5 A A e P % % Sk g

Digitized Data: This is the data after being digitized by the LDAS analog to digital
Converter.

e o X PR B LDAS /A i e a B A e A

Processed Data: This is the digitized data processed by the data process parameters.

ZARFRIHE . X2 R T2 SH0HT B S e s

Final Data: This is the final processed data, representing the LDAS analysis resullt.

RAHHE: XA EEGE, EE LDAS 7 s

The processing and integrity of data from the beginning of data creation to the final
output is considered to be critical for every LDAS. Process parameters must be available
or accessible for processed data. Hence, the validation and/or qualification of a LDAS
system should address the data integrity issue during input, processing, and output of the
LDAS data.

MHEEE T 46 818 3 f5m O EC 4t FLAC B AR AN S8 s T8 — 1> LDAS SRt #f /2 4F
R . HE T ESHON 2 A PR B 6 A0 AT VT IR Rk, LDAS R4S EA/
SN [ 2] LDAS HafesmA < AP Aay i 78 2 1k

Consideration should also be given to the LDAS data processing capability.
Some LDAS are capable of performing data processing onetime only (data
processing is a one-time event). That is, once the data output is produced, the
data output cannot be re-generated by the LDAS. For these LDAS the sample
must be re-analyzed by the lab equipment again to produce another data output
(repeat testing). Other LDAS may have the capability of re-processing data
several times. That is, data can be re-processed utilizing a different set of
parameters. Data integrity issues are more important on an LDAS that is capable
of reprocessing data.

Al Ry & LDAS HIEEALELRE 7). —4 LDAS R AeAbERE M — ik (B kb2l 2
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Consideration should be given to an LDAS capable of storing data (raw and/or

processed) and to whether this stored data is temporary or permanent.

B B RIS 1) LDAS 24¢, HAKAF HEHE 2 I i 5%

B REIKAM o

Diagram No.1: A Simplified Data Flow Diagram for a LDAS:
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5. Control Management Processes 24| &H&F

The control management processes are the processes that provide the evidence that

the LDAS system was validated or qualified and that it is operated in a controlled manner.

FEHE B2 THEY] LDAS RSt/ 250 Uk i sl 1 A 13 H A% 2 1) 77 kAT

s (B

5.1 Relating the LDAS Classification Concepts to the LDAS Validation Effort

LDAS 4 M4 F1 LDAS Z6iiE TAE 1B &R

A brief review of validation principles was provided earlier in this article. These

principles will now be applied to a typical LDAS while illustrating the impact of the LDAS

classification concepts on the validation deliverables.




AT SC L2 T B Rl Bt 1 HLIGAIE S U o 24 ] LDAS 73 ML 0 38R S A I ) SIS
T TR D SILAE 4 A B FH 21— AN $Y ) LDAS.

*Denotes document or task(s) that are required regardless of the extent of the
validation effort implied by the application of the LDAS Classification Concepts.

W52 To it LDAS 73 B 1 W T P 15 1 5 1l 2 (o] P P2 2 78 7 B2 A 2 AT 55

5.1.1 Validation Plan HiFit%:

This document describes the tasks, timelines, and responsibilities for validating an
LDAS. For a complex LDAS, it is recommended that this document include where the
LDAS application program is configurable, a description of multitasking capabilities, and
where the LDAS data will be located etc.

FEIXAR SCAFIA T I600E LDAS LSS I RIZANIR ST . X T 2% LDAS £#48, il

SCA R R IR T A LDAS SRR I8 LT ARG & 24155 A B P RE AT LDAS Hdfafir T

MR BG4

5.1.2 *System Description RZH#A:

The document should describe the LDAS function and purpose, and the type of
chemical and/or physical analysis performed by the LDAS. The document should also
discuss the hardware and software elements of the LDAS. The extent of the description of
how an LDAS accomplishes its functionality will be based on the complexity of the LDAS.
This document is not just for purchased systems; it should also be prepared for in-house
or custom developed LDAS systems. The document should discuss any requirements
based on the LDAS classification. The impact of the LDAS classification concepts should
be considered as follows:

AR LDAS R DIR g, DL REAT B AL A BT SR A . AR
[ FE 75 Z 112 LDAS [ R AT 0 25 - LDAS RS uifaiA B LI RE M A FE 35T LDAS
ARG IRNE . X AU I SE R 48, FIFEE T N EUEHIIT KM LDAS £
Gi. HEA LDAS 1503, ECH it ie %t LDAS FIATAT 75 3R .LDAS )5 FME S5 i v 2%

The LDAS application program configurability: whether the configurability needs to be

performed by an end-user or administrator, whether the configuration needs to be

performed each time the LDAS is used, or whether the configuration only needs to be



performed once.
LDAS M FHFEF ol ECE M FORC B M2 15 B 2o - BB B T I E, HIE R BE
LDAS & AR TR AT, B kAT — Rk

The LDAS application program location and security: whether it resides on the local

drive or a network drive.
LDAS IR FI B A2 4tk B R P T A b IR Bl 2% B 7E N 25 DR Bl % b

The_LDAS complexity: whether the LDAS is required to control the lab equipment or

not, whether the LDAS functionality is single or multitasking, and whether the LDAS
application program is embedded or not.

LDAS R4iHIE 2:1E: LDAS REUE H2H| i X4, LDAS RGTIRER AT AL PE
BT AL, LDAS N HIFER 2 N kL 2 AR A X

The_LDAS data integrity: whether the LDAS is required to store data or not, whether

the data is processed more than once, and the location of the data reprocessing. The

document should also discuss the LDAS capability of generating data, the security of

the data, and the storage of data.

LDAS ##la )5 8. LDAS E it /8t , Bl e S oib 2k, FHACE s i E

FEME . SCEFRIFE TR 24018 LDAS Bl A . B i 22 4k L A B A7 i 1 g

5.1.3 * Installation Qualification (1Q) ZZE#iA:

This document describes how the LDAS should be installed, including the necessary
verification of the LDAS environment, condition, and other requirements (e.g., physical
security and power conditioning requirements). The impact of the LDAS classification
concepts should also be considered as follows:

1Q SCAFrh IR T LDAS R anfaf 22 4%, B 4% iA LDAS 225, 25 AR A HAm 23R (L
WP 2 AR TR B R ) o LDAS 3 FSME & 52 B 25 FE DL R J LA :

For LDAS that control lab equipment, the document should verify the connection from

the lab equipment to the computer system. If the equipment control is configurable,

verification of the configuration installation should also be performed.

FH DA S50 25 B8 1K) LDAS, U Hh REBA TSN R GE R S5 % B A R38R .

RUCRPEHE AT RCE R, TS AT I B 2 A A

For LDAS with a non-embedded application software, verify the appropriate software



installation.

FEWNIRIE T LDAS, BN b5 d i) e

For LDAS with a configurable application program, verify the required configuration

setting of the program (e.g., default values for the LDAS operation).

AT E SRR LDAS, BT % SR B BT %8 (Hbt: LDAS iz47 i ERA

fED

For LDAS with data storage capability, verify the installation and existence of the data

storage equipment.

WEAR A LDAS, #iABIE A3 B O e

*Calibration: Should be performed for any LDAS system that requires calibration.

“KeiE: U0 LDAS RS EAHE, W NHEAT

It is recommended that a generic 1Q checklist be developed to facilitate the factors to
be considered for installing a LDAS.

VK — B 1Q A A R AL LDAS 2234 I 7575 18 1 D5 32 ff 5 .

5.1.4 Operational Qualification(0Q) ZE1T7H#A:

This document describes how the individual LDAS components should be qualified.
The impact of the LDAS classification concepts on the operational qualification should be
considered as follows:

OQ ik 7 LDAS HAHAFZ U H#NIERT . LDAS 73 RME SRS AT HIN P IR
i B 25 FE LR LA

For LDAS that controls the operation of attached lab equipment, you should verify the

proper functions and controls of the lab equipment.

Xf TR S0 3 B RIS AT I LDAS,  VRBL A F53E 1 S5 5 15096 5 0d 1 T RE AN

For LDAS that is capable of multitasking, you should verify that each critical task is

capable of being performed simultaneously by the LDAS.

X T Z ALK EL ) LDAS, RN LDAS A fig /7[RI b B A — N AT 55 .

For LDAS with an application program that is configurable, you should verify that the

desired configuration parameters function as expected (e.g., boundary values). The

functionality of LDAS configurable parameters set by the analyst should be verified as

part of the LDAS configuration. The range of the acceptable settings for a specific



analytical method will be qualified as part of the analytical method validation, whilst
the range of acceptable parameters should be qualified as part of the LDAS
qualification.

xF TN RE R AT AC L) LDAS, R B2 A 22 1O C B 2 800 B A& T CEL Bl FHAED
HI 70 #7 R VCE ) LDAS D) seth al B & 2800 241y LDAS BCE R — & #ifiih. %F
SE 3 M 75105 0 T 5 52 B0 KV BN 24 D 0 M DB SR B — BB A BOAAEE, [RIN AT 52 2
G BB M AE S LDAS Bl 1 — 5 2 B AE

For LDAS capable of processing data several times, you should verify that this
functionality works according to the expected results.

X TR LA IR AL BRA A 1Y) LDAS, RS 4% SR 45 R X M D e 1t A .

For LDAS capable of storing data, you should verify that the system is capable of
storing and retrieving the data accurately and reliably.

X TR DL 1) LDAS, VR 5240 nT AVE R ) SE it A7 A R s
Verify the LDAS logical security (i.e., data and application program security).

il LDAS R84 24 (L anBdi R FE e i 2 4 ) .

5.1.5 *Performance Qualification PEEERfIA:

This document describes how the LDAS should perform while analyzing the sample’s
physical and/or chemical characteristics. The document should contain the test cases
that challenge the LDAS in the production environment. The impact of the LDAS
classification concepts should be considered as follows:

PQ iR T LDAS FE 40 AR i IR ) BRI/ BAK SR R I R B S AR AR 119 o 0
f55 LDAS TEAE = IREE B MR ZE 5] . LDAS 73 ZRME & (1 52 95 RS DR JLAN 7 1T =
For LDAS capable of performing sequential multitasking, you should verify that the
sequences required during the usage of the equipment work according to expected
results.

XF TR ABEAT 91 2 AE 55 b PRI LDAS R S8, IR BIRAIALE B o& AR o i 255K 1 7 471
CeRcmit e

For LDAS capable of performing simultaneous multitasking, you should prepare and
verify a scenario matrix of possible simultaneous multitasking sessions. For LDAS

capable of data storage, you should include the verification of accurate data storage



and retrieval capability.

XF TR ABEAT [F)25 ZAE 55 AL PRI LDAS R 48, 1R BARYE W] BE [F]20 2 AE 55 A B R0 4, il

VE— AR RERERA AT S AT o TR T ] DL f# 47 1) LDAS R 48, AR IR AR ELFR

Kt At A7 HOHERR It LR R KPR RE

5.1.6 System Operational Procedure and Validation Maintenance RZ#EEME

MR

The documents prepared in this section indicate how the LDAS should be operated
and supported so that the validation status of the LDAS is maintained. It is noted that
there are several methods for preparing written procedures, i.e., the procedures
mentioned in this section can be unified into one procedure, or split into more than one
procedure. It is up to each company to determine how the procedures should be prepared.
It should also be noted that the style and level of details for preparing a procedure might
vary from company to company, as well as from one LDAS to another LDAS.

AR SCAHHEH] T LDAS BRI ERAE AN SCRE, DAMELERE IR . Zd s s
MREAIRZIE, AT 5 A AR AT AGE— 31— IR Hh B B 40 J0E  SXH
R AR R B O RIE o [RIRE 7S BRI, SRR 0 XU A 20 7 KP4 24w )
ReAN—FE, IEWR—1 LDAS FIRIFE 2 A —FE.

5.1.6.1 *Analysis Procedures: Written procedures to be used by the user for
accomplishing the LDAS task of analyzing the chemical and/or physical properties of a
sample. These procedures should be prepared regardless of the LDAS classification. The
impact of the LDAS classification concepts should also be considered as follows:

SR ATRRRR : P AP S T RUFESR 52 e LDAS 73 A i A 255 R B B Ja 1 (AT 55

Joit LDAS J& TWR2E, IXLERIFEHE SO 5. LDAS 73 M & i e N 2% HE LA T JLANTT
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For LDAS that control the operation of attached lab equipment, the written
procedure should indicate the accepted steps or methods in controlling the lab
equipment operation.

X T ) S AR AB AT ) LDAS R GE, 8T IR N i H 48 ) S 36 =5 % i
1T BT 2 32D PR

For LDAS capable of multitasking, the written procedure should indicate the



accepted steps and limitations in performing the multitasking functions. The
procedure should also indicate any LDAS functionalities that should not be used.

XTI LA AT S5 AL LR LDAS, 2 Fi i R p N A H AT 2 AT 55 AL B T RE A0 7T 2
SOVRRMIREGI R . [FREIE T 248 AT A RAAE ) LDAS Zhfg.

For LDAS with a configurable application program, the written procedure should
indicate the accepted configuration parameter(s). Consider also including the
configurations that cannot be used. In addition, if the configuration can only be
performed by a LDAS Administrator, then consider the need for preparing a
separate configuration procedure for the LDAS Administrator.

X EA AT E M AR I LDAS R4¢, 7215 R T Rt AT 2 (i B 2
o NEEARBEHKZE. B4 WRECE A LI LDAS &8 R ¥0E, 4
i E 80N LDAS B 5L Aty S A TG B BRI

For LDAS capable of processing data several times, the written procedure should
indicate how this function can be used and the accepted cases when the
re-processed data is acceptable.

XTI LA AL BEEE () LDAS F 48, 51 AR Hh 245 HH XA e I an ] 4 £ H
DA P A0 3 ) 800 T B 2 I P SR G AT e A 0

For LDAS capable of storing data, the written procedure should indicate how this
task should be accomplished. Consider the need for preparing a raw data
definition, file naming convention for storing data, as well as the rules for storing
(including backups), for retrieving, and for transferring data for archival purpose,
and the time period for data retention. The need to prepare a written procedure for
data audit (e.g., the system’s audit trail) should also be considered.

X5 T LU AF SR ) LDAS, A5 IR 45 H I IRUAT: 55 B BT e SE Bl 75 2255
JE B F R R R S i L 2, BT EE SR RN (B
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5.1.6.2 Operation Procedures: Written procedures to ensure that the LDAS system

operates as expected.

BRI BT AR DLORIE LDAS RGNz T



*Written Calibration procedure for LDAS requiring calibration. Procedure should
indicate the frequency of calibration, steps for calibrating, and the acceptable calibration
result.

TEFAME LDAS R G015 A AERRE Hh N2 HH A HE AT . RS AR A BRI AT 42 32 A%
SR

Written Preventative Maintenance procedure for LDAS.

Fhlii i) LDAS R G Tl 44 fR 7= R

The impact of the LDAS classification on this procedure is as follows:

LDAS 7R ) 70 M U T -

For LDAS capable of data storage, you should consider the need for the periodic
checking of data storage media integrity (e.g., periodic check of backup tapes).

XFT AT DLEHE A7 ) LDAS 248, IR 2% FEEE il A7 T o8 B 0 8 IR B 75 22 (L
€ JIAG AT & O3 T o

For LDAS attached to lab equipment, you should consider the need for the periodic
checking of lab equipment connections.

X TR S ) LDAS 48, RN FE S = s R g PR A 2.

* A written Change Control procedure for LDAS is required. The procedure should
evaluate the impact of the changes, and if necessary, document the test(s) to verify the
impact of the changes on the LDAS performance. The impact of the LDAS classification
on this procedure are as follows:

i B A A5 LDAS ASHE AR . IZ R RV (AR SE R, JF B AR & A,
RN LX) LDAS RGVERER) & AR, HIFET LDAS 73 2852 0 F 45 «

*An Equipment Log Book should be provided for all types of LDAS. The purpose is to
record the usage, problems, calibrations, and maintenance of the equipment. Additionally,
the logbook can be used to record system error messages, upgrades, maintenance and
repairs.

JITE KA LDAS R sy Hd, FRLUCFRBAIER . . Mgy Rz,
A, HEEF PUER RARERE R TH. 4 s,

A Written Periodic Review procedure to assess the validation status of LDAS is

recommended. The periodic review may include the review of (if applicable): the LDAS



Equipment Logbook, Change Control records, training records as well as the system’s
documentation.
VO I & S BB LAUPAl LDAS RGMIESIEIRAS o 5 A1) BB a4 DL 4
B (Wn&EHD: LDAS g H & BB EGhdsR. IR RS 0.
Also, if applicable, the following should be included in the periodic review: stored data
integrity, data backup integrity, and audit trail integrity.
IR R, [FIRE TR BT LA S A AR e B . B A A ) e R AN e
THE B e R
5.1.6.3 Other Validation-related Issues At 46 IFAH 5% 1] 7
® “Training: Documentation of training adequacy is required for any type of LDAS
and for all level of LDAS users (i.e., including, if applicable, LDAS System
Administrator)
*Brill: T ArARBFTA KFIR LDAS RSB 20 I EISCR (ln, aniEé
1 LDAS RGUEFL )
® Supplier Assessment: It is recommended that Supplier Assessment be
considered for LDAS application programs that are deemed critical. The
complexity of LDAS determines the depth of a supplier assessment. The
assessment is also recommended for suppliers (in-house or external) that
develop customized LDAS.
PRI PRl ISR K LDAS B RE P HE R i 2EAT P4t . LDAS HY S 2% 1 o
SE T BERL R VRS IR EE o [FIRE R BON T & 7 2 il i) LDAS BRI RS (P9 s
D BEAT VAL
® Source code availability or the capability to access the source code is a must for
a custom or in-house developed LDAS
VAR (8 R A RS FR T s M ) T 5 ] R sl T A F) LDAS & I 2T
6. Execution and Other Administrative Issues /713 fth & 2 ) &
6.1 Pre-Validation Activities 7421755}
Prior to executing a LDAS validation, it is recommended that the following activities or
tasks be performed.

£ LDAS BAERAT AT, 2 ISEREAT BL RGBS BT 55



6.1.1 Inventory of Laboratory Systems SZI&% &4 )5 8.

The purpose of the inventory list is to aid a Lab Manager in identifying all the available
lab systems at their respective site (a site in this case can be defined as a company, a
group of laboratories, or a laboratory). The inventory list will ensure that no LDAS is
overlooked. To a Quality Auditor, the inventory list can serve as a preliminary indicator that
the site has control over their lab equipment. This inventory list can also help the Quality
Auditor in orienting themselves with the site, the type of testing accomplished, the type of
samples, etc. This list should be updated on a periodic basis.

) S0 2 AN A PR AR SR H 02 715 B S0 2 B SR AH L P A B R 3 500 35 R 4 (X
AL B AT BLIE SO A L S5 % A BABER AN SR80 5 o I B A] AORIE R LDAS 24 20 .
T T o0 B B U AR, T SR KA TG SR 3 I B o R AR F I v A B4R R 8% o AT
TH R AT LA B P 1

It is recommended that the inventory list, at the minimum, contains the following
information:

W PSR R 2D EAFELNME R

® The identification or name of the equipment (including model number, serial

number, installation date, application version number, supplier, and departments

served).
WHRAHEGRAEE (BT, H'9. ZRHH. BMHRFRA T N A
D)

® The location of the equipment.
Wi E

® The identity of the “system owner”. This is the person who is responsible for
assuring that the system documentation is available or, depending on how the
lab operates, this person can identify the person(s) responsible for the system’s
documentation (e.g., meteorology person responsible for the system’s
calibration).
RYGTEE B0 - RGTA N AU DR R G SR A RO SR T 5256 % 1 S B L
E, RGUTHE T DN RGO 5T (IR A=K AT RS

® The validation status of the equipment. This may include the prioritization of



systems to be validated based on the risk assessment and the assignment of

responsibilities for validation and approval.

BRI IAEIRAS o X AT BE B JR GeHE T XU R SR AL 56 RN 36 AL AE IR 5T 1) 73T
6.1.2 Policies for the Administration of Laboratory System Validation: sZH= &

SRR EE I 4

The site should have written computer system validation policies and

philosophies addressing the conduct of LDAS validations. The implementation of any

applicable LDAS classification concepts introduced in this paper can also be included

in the policy. A typical validation policy discusses the following:
K NRR T E ML R GIE £ AT LDAS SE TS KM AL A SCATIRIY
LDAS 4 k&t o] LR FEE DT £ b SR B BHIE T R DR W R

The purpose or objective of performing the computer system validation, the

scope of the validation, and the method of performing the validation.

THENLIGUER) H A s H AR, J0E B5E BN I6UE £ 75 72

The description and purpose of the validation document deliverables. The

deliverables may include the following:

BAIEAZ A SO BRI AN FH 38 o A4 AT REAL A -

1.

System Specific Validation Plan, which may define the overall plan for
validating a LDAS system.

ARG BAIET R, & LT LDAS REA 5kt

System Description, which may define the functionality and purpose of the
LDAS system (e.g., the deliverable can be in the form of Functional
Requirements and Design Specification Documents).

RGHHIA, & LT LDAS REGIMINRERMAE (bl 28430 nl LLLLIIRE TR R
TR AE S (FRDSD)Y 72D

System Development Life Cycle (SDLC) documentation requirement for a
custom developed LDAS. This may include the requirements for performing
prototyping documentation and documentation of the source code, source
code availability, source code structural testing documentation, as well as

other testing documentation during the development stage.
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4. The LDAS Qualification testing requirement policies, which may consist of
Installation Qualification, Operation Qualification, and Performance
Qualification, as well as the policies for reporting the qualification test results.
LDAS BT K IT 8, Bl B s RERIAAE R, FREt A
FERA ARG SR AR 1T BT

5. Additional supporting documentation for the controlled operation of the LDAS
and for maintaining the LDAS validated status may include the written
operational procedures, calibration procedures, change control procedures,
backup/archives and retrieval/recovery procedures, error logs and audit trail
procedures, equipment log procedures, and periodic review procedures.
Additionally, site policies on the requirement of supplier management, user
training (e.g., for the system administrator, end user, developer, and validator)
can also be included.
LDAS 21847 BN SCHFIE SO A ERF LDAS CLISIEIRA B SO 35 5 1H 1
BRI . RCHERRE . AR TERHIRE . S AR R E AR, B &
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® The corporate procedures applicable to possible scenarios during the validation

execution should also be included in the site policies. This may include the

procedures to handle deviations during the validation execution and changes to

the qualification test protocols or other validation documents.
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7. Other Issues FAh )&

7.1 Control of the Documentation” X 1F##)



The documentation associated with the entire validation process is the only proof
that the system has been tested and that its acquisition, implementation and usage
are under control. It is therefore imperative that the documentation is developed,
modified and maintained in a controlled manner and, if appropriate, meets the
expectations of a regulated environment.
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7.1.1 Version Control: kA

Documents should have a version number assigned. A standardized process
should be implemented for the proper construction and control of version numbers. A
modification history is useful if included as part of the document. This should include
version number, author and date of update. It may also include a brief summary of
changes.

SO RS FCRRCAS S o AR5 R A SR ) S AE T AR AEAL IR e o BT D S G
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7.1.2 Manual Entries: F Tfi A

All hand written entries or changes to any document, including validation plans,
should be in black ink accompanied by the initials of the person making the entries
and the date of the entry. Modifications or deletions should be crossed out with a
single line so as not to obscure the original entry.

FEATAR SO ELAE BAIE TR h i A 215 A0 A N s A Xl o A ) B sk B 15 5 4%
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7.1.3 Approvals: fitifE

Approval of test protocols (prior to execution) and the approval of test results and
the summary report should be at the department head level. Since it is possible that
upper management may not understand the details of the test plan and the testing
details, it is suggested that a review be first accomplished, and signed off, by internal
QA people, Information Technology personnel, and users who have been trained on

the system.
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7.1.4 Archival: {74

All validation related documentation should be archived. An archive should
conform to the following conditions controlled by Standard Operating Procedures
(SOPs) (summarized from GLPs):®

T SRR AR SR B SCAFS S VAR o VAR RL AT SOP R 2% A (A GLP & &5):

—Allow orderly storage and expedient retrieval. N 5 [{RAEF1 5 {2

—Conditions of storage shall minimize deterioration of the documents in

accordance with the requirements for the time period of their retention and the
nature of the documents.
AR ST OR B SRR AN SO A SV R, AT RE B AR SOt A7 O AR R 3R

—An individual shall be identified as responsible for the archives.

FLE T N DAY
—Only authorized personnel shall enter the archives.
HAERF BRI NA Re B R 5
—Material retained or referred to in the archives shall be indexed to permit
expedient retrieval.
R P ORAF BT SRR S22 AR 51 DLR) TAS 2R

7.2 Multitasking Instrumentation 2 {540 F2 i (X 7%

The increased sophistication and multitasking capabilities of LDAS and their
associated sample preparation and management functions are leading to the
establishment of new operating paradigms. The use of multitasking LDAS is
changing the laboratory organization from one in which multiple individuals
perform single tests on multiple instruments to one where a single individual
performs multiple tests using a single instrument. This change has created
additional considerations in validating LDAS. These include instrument versus
process validation, equipment management and integration of batch and

real-time testing.
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7.2.1 Instrument versus Process Validation: Additional Considerations
Due to Potential Interactions Between Test Procedures:

AERTT T ) CZSAE: H IR (A 7 FE I A BLAE F 51 R A A5 18

In the single instrument/single test environment, the focus of validation is on
the specific instrument/assay combination. Multitasking LDAS offer two
features that increase validation complexity. First, and most obvious, is the
ability to perform multiple tests on a single sample. The second is the ability to
define test requirements for each sample in a multi-sample run. This introduces
the need to validate a process rather than a single instrument/test combination.
The validator must now be concerned with test interactions, test management
and time constraints. Worst case testing should be added to ensure data

accuracy under all conditions.
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* Test Interactions—Testing should demonstrate that the LDAS manages the
sample preparation and analysis process such that:
DR ELAE - R REUIE ] LDAS ZR 45 AT DA i 8 SR s 50 A1) A 20 Ar i e«
* Instrument set-up and preparation are adequate to eliminate residues left
from prior samples, controls and/or reagents.
ASCER B R E AT 48 T LSS 23 RDRE LRI i o e o AR AN st 7R A B B T B

* Test requirements are sample specific.



DRFF AR R
* No test parameters are transferred from one sample to the next.
EA R NR S A S ER R T A
» Time Constraints— Testing is required that demonstrates the ability of the
LDAS to correctly manage time-based requirements at both the sample and
process levels. Typical time requirements include retention times, integration
periods, sample hold times and wash times.
Isf T R )0 R FT DAAE B LDAS 5 458 ] AFEAF: ity ARl R 7K 1 LEAf 0 A LR -
(A AR 5K o SR Ry I T SR 3 OR B IS T) o RG0S T) o A ol ORI )R 35 ) e ]
» Test Management— Validation should prove that testing can be conducted in
planned sequences and that specific test requirements can be defined for
each sample. Evaluation of individual tests should include correct
management of reagents and controls.
D2 B -0 E SR B DU T DA% BRI P B AT 9 LT DO R —ANFE i BE
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* Worst Case Testing—Testing that combines the most stringent challenges
from above should be conducted.
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7.2.2 Equipment Validation: Issues Related to the Control and
Maintenance of Support Equipment: The ability of the LDAS to interact
with support equipment should be considered when developing a validation
plan. This interaction means that a Configuration Management Program to
control changes to, and maintenance of, critical components should be
developed and verified.
WAL : SRR B R AIGES A R R JF RS TETHRI B 2% & LDAS
FRIRE SR SRR A IS HAE A o 1 BLAAZ BAR 4R BT R FE A IC B8 B
Fr LA i) OGB4 AR B DL K 44 R 57
* Support Equipment Maintenance— Qualification of automated sample
preparation equipment, reagent dispensers and sampling devices should

verify that they can handle functional changes such as volumes, pressures



and times that are required for each test performed by an instrument. It
should also prove that the equipment can handle changes in requirements
from sample to sample. Interaction testing that includes communication
failures is required if the LDAS controls or interacts with the support
equipment.
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Configuration Management— Critical portions of the LDAS should be
identified and procedures for their maintenance should be developed and
verified. Testing should prove that maintenance procedures are adequate to
ensure continued function of the LDAS and support equipment.
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7.2.3 Integration of Batch and Real-time Testing: Evaluation of the
Significance of Test Interruptions: Some LDAS have the additional
capability of interrupting a test run to test another sample or set of samples.
This feature provides the ability to combine batch and real-time testing on
one instrument. Laboratories can now be organized based on lab function
rather than manufacturing process support. This capability creates a dilemma
by increasing both lab efficiency and validation complexity. The LDAS should
provide a method for interrupting the test in progress while temporarily storing
its status and data. It should then allow initiation of a new test or set of tests,
control that test and revert to the original run upon completion of the interrupt.
Additional testing is required to prove that the interruption has no impact on
the quality of data collected for either set of samples.
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» Test Management— Testing is required to verify that the LDAS is capable
of managing the interruption process and controlling the testing of each set of
samples.
M A D ENHA TR LDAS REGUA e /)& B b nd iR Az il — 24
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* Interruption Times—Testing should include determination of the maximum
interrupt period for each test and verify that either the LDAS or the manual
procedures will correctly manage the interruption.
R A ] 00 s — I 1 g K P v W ) S FRAIE W SR A LDAS B2
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* Number of Interrupts Allowed—Testing should demonstrate that either the
LDAS or manual procedures will control the interruption process to prevent
exceeding the allowed number of interrupts.
FOVF R P TR DU U RAIE ] LDAS B0 /2 T3l 5 # ) DLz il v Wik 2 5
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» Data Storage—Test cases should challenge the ability of the LDAS to store
and recover data from the interrupted test. This test should involve the largest
expected amount of data.
Bt A A7- M = B R Bk i LDAS 7 rp Wil rh i A AN IR S B i e g o X 00
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7.3 Single Versus Multiple Instrument Control
FRASCE 8 1R 22 A AR 4 |
LDAS that provide the capability for networking multiple instruments have a
major impact on validation requirements. The management of multiple
instruments moves validation to a multi-process level. First, the individual
instrument should be tested to ensure the validity of data processing by the

LDAS. The network configuration should then be tested to assure that



simultaneous operation of instruments has no impact on data integrity.
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+ Configuration Management— Testing described above should be
augmented with tests to ensure adequate network configuration
management procedures are in place.

e B - I 08 3 K DA R 78 R 1D 19X 246 TG L B AE B & IR
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¢ Instrument Integration—Test cases should be developed that prove that
the LDAS can successfully manage the assigned instruments in all
anticipated configurations. Testing should include simultaneous operation
of similar instruments to prove that data processing is managed at the
sample/instrument/test level.
ACHEE R R (AR ZE 5 SEAIE B LDAS 7] LR Th IR B 8 A 2%, A0
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*Network Operations —Testing should confirm that the network hardware
and software can successfully handle current and planned laboratory
output. Recommended testing includes stress testing under expected
worst case conditions (e.g. multiple instruments operating
simultaneously).
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» System Capacity Analysis —The ability of system memory, processing
and data storage capabilities to handle expected data volumes should be
tested.
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» Data Transfer—Testing should also include the evaluation of data transfer
between instruments and the network. Testing should include correct
handling of communications and system failures, and the condition or
status of the data in the event of a failure.

Y A% - DN 7 A0 375 5 o 45 [ 0 A S RO PPy o 003 LS IE 1
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7.4 Difficulties Inherent to the Control and Testing of Lab Systems
S % RG4S R — L A

7.4.1 Defining Validation/Control of System Components: It is sometimes
difficult to determine which parts of a lab system should be validated and
which parts should be simply controlled. It is useful to construct a diagram
that illustrates the entire system and its related components. You should
determine which components can have input and output verified via
documented controls and which components will be difficult to verify or
whose data is too voluminous to verify. The components that cannot be
verified at run-time should be tested.
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7.4.2 Outside Maintenance Control: Since lab data acquisition systems are
typically made up of multiple components (e.g. computer hardware,
software, instruments etc.) it can be difficult to track and control on-going
maintenance. It is important that processes be implemented to document
any work done on a system component and to assess its impact on the
validated state of the system and the integrity of the data.
ARG PSS S B R AR R G — A 2 AN AR R CEE s SR
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7.4.3 Environment: Lab systems may sometimes be placed in hostile
environments. The supplier should be contacted and asked about any
special precautions and maintenance issues that may impact these
systems. “Monitoring processes” should be implemented to assure the
environment does not change from the environment within which the
system was validated. If a change does occur, the system may require
re-testing.
M SIS R G AT REA N S OBHE— AR b o S22 AR 803 JF i
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7.4.4 Security and Access Control: From a regulatory standpoint,
laboratory systems are notoriously known for their inadequate security
and access control. If the data is critical then proper system security is
required to prevent unauthorized use of the system. If a system that lacks
adequate security should be used, then appropriate written security
procedures should be implemented with careful consideration of facility
security to prevent physical access to the system. For example, if the
LDAS consists of a client/server network type of system, the server should
be located in room accessible only to authorized personnel.
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7.5 Regulatory Expectations % HIHI 5 Zk
You should validate systems having a direct impact on the quality of data

being submitted to a regulatory agency. In practice, this principle is occasionally



broadened by regulatory inspectors to include systems that indirectly impact
regulatory data and decisions (e.g. electronic SOP systems and report tracking
systems). It is advisable to seek the advice of an internal Quality Assurance
group if you are unsure whether a system has direct or indirect impact.
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8. Examples of Laboratory System Validation 2= R4 KAE LB
8.1 pH Meters: Example of System Requiring Only Qualification
PH it K@kl 5550

For a single task, non-configurable LDAS such as a pH meter where the program
behavior is very predictable, and data integrity is not an issue, the requirements for
validation is minimal. Each of the following issues should be addressed, but because
of the simplicity of the system, they could be addressed in the equipment log or in a
single document rather than in multiple documents.
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8.1.1 Validation Plan: Though a validation plan is not necessary for such a
simple LDAS as a pH meter, it can be useful as a project plan for the process.
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8.1.2 System Description: For a very simple LDAS system like a pH meter, this
section will be very brief as it need only describe the function and the purpose of the
equipment.
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.1.3 Installation Qualification: This section will describe very briefly how the pH



meter will be installed, including any necessary environmental concerns such as
temperature. Upon arrival of the instrument, the user needs to confirm that the
shipment matches what was ordered, and that all appropriate documentation has
been received. The pH meter can then be set-up in an appropriate place following the
installation directions provided by the manufacturer. Care should be taken to follow
any necessary procedures and precautions concerning the conditioning, cleaning and
storage of the electrode.
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8.1.4 Performance Qualification: This section should briefly describe how the
system should perform in analyzing samples.
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8.1.5 System Operational Procedure and Validation Maintenance: The
working of the instrument should be verified prior to each use through the use of
standard buffer solutions. An equipment logbook should be established containing all
appropriate information including; the make and model number of the pH meter, the
date it was received and placed into service as well as any maintenance or service.
Standardization is defined as a comparison with a standard of known or accepted
value. The equipment needs to be standardized before each use according to the
procedures outlined in the manufacturer’s manual. This standardization needs to be
performed using appropriate, purchased calibration buffers. Care should be taken to
ensure that the calibration buffers are within their expiration date and stored
according to manufacturer’s recommendations. According to regulations, calibration
activities should be recorded. This information can be placed in the logbook
established for the given pH meter or placed directly into the study data. There should
be Standard Operating Procedures (SOPs) that contain sufficient detail for
performing the procedures as required. As with any regulated data, all applicable

Standard Operating Procedures, equipment manuals, supplier supplied operating



instructions and records of standardization need to be maintained in a dedicated
archive.
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8.2 HPLC With Chromatographic Software: Example of System Requiring Validation
IR HPLC: 7R 50 R 40 5L 41

All GMP/GLP regulations and quality standards mandate that equipment needs to be
of suitable design, well maintained, and calibrated. An analytical instrument system
consists of the instrument hardware, as well as the associated computer hardware,
firmware and software. Most computerized HPLC systems consist of an HPLC instrument
including an auto sampler, a pump, column, a column thermostat, detector, and the
computer with its associated hardware, firmware and software for controlling experiments
and managing the resulting data. As an entire package, the computerized HPLC system
requires validation. There is some debate as to the value of a full-fledged validation effort
for an HPLC system that is purchased from a supplier and that has extensive control
mechanisms such as standard curves and quality control samples that indicate system
malfunction. However, there is also a body of FDA 483 evidence indicating that fully
documented validation efforts are necessary.’
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An HPLC with chromatographic software is an example of a configurable LDAS in
which every user accesses the configuration program. An HPLC system is often
multitasking and actively controls and monitors the system. Chromatographic software is
often capable of re-processing the data multiple times. Because of the complexity of the
typical HPLC with chromatographic software system, the classification and factorial
analysis of these systems dictates a very thorough validation effort. The equipment
verification and validation process begins before the design phase and lasts until the
product is retired, in other words, through the entire life cycle of the product. This
commitment requires resource allocation to complete all of the necessary requirements to
achieve and maintain a state of validation.
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8.2.1 Validation Plan: Because of the complexity of the typical HPLC system, a
validation plan should be prepared that describes the requirements and responsibilities for
validating the system. This document will serve as the project plan for the validation
efforts.
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8.2.2 System Description: Before the purchase decision is made, the Functional
Requirements document should be written, describing the types of analysis and the
performance required of the instrument. This document specifies the minimal functional
requirements of the instrument to be purchased. For example, will the HPLC be used for
only one type of analysis, or will the instrument be required for many different analyses of

varying complexity?
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Although the regulatory requirement for such documentation could be questioned,
there are definite business reasons for this exercise. The Functional Requirement
Document forms the basis to which instrument performance (system qualification) will
later be compared. For in-house or custom developed systems, this document can also
contain the Design Specification. This document should discuss the impact of the LDAS
classification (i.e. configurability, complexity, data integrity, data security and data
storage).
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For an instrument that will be purchased, the requirements specification is prepared
based on the requirements of the laboratory with the assistance of product information
obtained from suppliers. Environmental and safety requirements and concerns need to be
examined at this time (e.g. does a new LC/MS/MS require a new power supply or
additional space for diffusion pumps.)
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Consideration should be given to any existing data systems and how the new system
will interface with the processes already operating within the laboratory. For example, an
HPLC in a Drug Metabolism laboratory used for the analysis of samples for
pharmacokinetic analysis needs to interface with the available pharmacokinetic software
packages. Consideration should be given to the software’s ability to export the data in a
format that can be used by other software packages and retrieved in the future.
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Documentation should address the configurability of the program. Will the user
configure the instrument through the use of macros? For example, an HPLC with a mass
spectrometer as a detector where user written macros control the mass spectrometer
acquisition parameters and may even control whether the LC effluent is diverted to waste
or to the mass spectrometer. These macros will require their own "validation” to document
their creation, function, and control. The user should be careful in the use of macros,
especially when there is a system upgrade (i.e. do they still function correctly?).
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For purchased instruments, the supplier needs to be evaluated and qualified. It is the
responsibility of the user to demonstrate that the entire system, including the software, is
validated. The user should determine that the instrument was developed following
recognized quality and technical standards. To determine this, the quality systems of the
supplier need to be evaluated according to an established supplier assessment program.
This program should include an evaluation of the training given to the vendors employees
as well as looking at the quality processes and programs of the supplier. If a supplier is
unable or unwilling to supply all of the necessary information, an alternate supplier may
need to be considered. If another supplier cannot be found, the user may have to perform
more extensive testing of the system.
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8.2.3 Installation Qualification: The installation qualification document should



describe how the HPLC system will be installed. The installation qualification (IQ) is
performed in conjunction with the service representative who is installing the instrument.
This phase includes a verification that the correct equipment was shipped and installed
correctly and that all of the documentation is complete. Verification of the configuration
installation should be performed as well as installation of any appropriate software and
any data storage devices. It is important that the supplier provides adequate
documentation to enable the system to be operated safely and efficiently.
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8.2.4 Operation Qualification: The operational qualification document should
describe how the HPLC system components should be qualified. The LDAS classification
of the HPLC system will determine the aspects of the system functionality that need to be
verified. Instrument testing can evaluate each module of the instrument individually, or the
entire instrument can be evaluated as a unit. Because of the interdependencies of the
individual components, the evaluation of the instrument as a whole unit is preferable,
though the testing of the individual modules is valuable in determining which specific
components were involved when a problem is detected. The performance precision of an
individual module is more important than the accuracy, except when methods are
transferred between instruments or laboratories.
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For an HPLC method with peak identification based upon retention time, differences
in instrumentation causing differences in temperature, flow rate, gradient mixture, etc.
may effect the absolute and /or relative retention times. The operational qualification (OQ)

needs to be performed and documented by the users of the system. The operation of the



system through the full range of possible values for any of the configurable parameters of
the system needs to be verified. The user and/or the supplier need to demonstrate that
any software and hardware work correctly, performing all of the possible tasks through all
the anticipated operating ranges.
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The operation of all user configurable functions need to be verified, as well as the
data processing and data storage functions. The system should be evaluated according to
the procedures for which it will be used. There may be functions that will not be used, but
unless they can be disabled, their performance should be verified.
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8.2.5 Performance Qualification: The performance of the instrument is compared to
the requirements specification and known standards are run to verify the performance of
the hardware and the software during all possible operation scenarios. Reference data
files and procedures should be stored so the tests can be routinely run and the operation
of the instrument verified later against the known data. The functioning of the system
during actual user applications needs to be evaluated. This must also address the issue of
system configurability and ensure that the appropriate parameters are functioning.
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8.2.6 System Operational Procedure and Validation Maintenance: The
documentation prepared needs to include the procedures that need to be followed during
the day-to-day operation of the HPLC system. Standard procedures need to be created

that document, for the individual system, any file naming conventions as well as any



general operational procedures.
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The performance of HPLC equipment is routinely defined during the method
validation and includes analysis of system linearity over the anticipated concentration
range. The system precision is determined by the examination of initial quality control
samples and during the daily analysis of samples. These procedures need to be
documented to enable all system users to consistently apply these principles. A laboratory
should establish guidelines for establishing the anticipated concentration range for a given
method and the procedures to be followed for samples that are out of the range of
calibration standards.
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Quality control samples should be interspersed among the actual samples throughout
the run. The procedures for the preparation of the quality control samples, the frequency
for the running of these samples and the acceptance criteria, as well as the procedures to
be followed when these samples are out of range, should be documented in SOPs.
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Any training given to users of a system should be documented in the individual
training records.
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To ensure the ongoing performance of the instrument, the users need to develop,
document, and implement operational, preventive maintenance and calibration
procedures as well as change control procedures. For an HPLC system where the system

controls the HPLC as well as allowing the analysis of the chromatographic data, written



procedures are needed to describe the operation of the equipment and the
chromatography software, including any functions that should not be used. As with many
chromatography systems, if the system is configurable, procedures need to be
established as to who can perform the configuration changes and what parameters are
allowable. Written change control procedures need to be established. Often, maintenance
schedules and procedures are recommended by the supplier in their documentation that
can often be performed by service technicians.
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Instrument failures, and the corrective action taken, must be documented. Care
should be taken to document completely the service performed during scheduled and
non-scheduled service calls. There are cases where equipment hardware repairs have
resulted in upgrades to firmware resulting in system changes.
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Calibration procedures also need to be established and documented. Many types of
equipment have built in calibration routines, e.g. UV detectors. Any chemical tests used
for the calibration testing should either be traceable to national standards or be of known
stability. Part of this process should include the generation of logbooks for recording all
instrument activities.
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Changes to the computerized system (whether hardware or software) need to follow
set procedures and be documented. Some changes may require re-qualification of some
aspects of the system and these should be performed and documented. The extent of the

re-qualification efforts will depend upon the type of change and the extent of the



information shipped by the supplier with the upgraded hardware or software.
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Before the system is put back into service for routine analysis, performance
qualification (PQ) is required. A procedure for the periodic review of the validation status of
the HPLC system should also be established. This review should include a review of all
records and log books as well as a review of the stored data integrity, data backup
integrity and the audit trail integrity.
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All laboratories need to maintain in a dedicated archive all records and data.
Therefore, all validation documents including supplier supplied documentation (e.g.
shipping records, equipment manuals and user manuals), all user generated
documentation and records, training records, standard operating procedures and
equipment logs need to be archived.
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9. Glossary ARi&

A/D: Analog to Digital Converter

AID: B AL g

LDAS: Abbreviation for computerized Laboratory Data Acquisition System

LDAS: iH5EHUALSEES EHHRERGNA S

Raw data means any laboratory worksheets, records, memoranda, notes, or exact
copies thereof, that are the result of original observations and activities of a NonClinical
laboratory study and are necessary for the reconstruction and evaluation of the report of
that study. In the event that exact transcripts of raw data have been prepared (e.g., tapes

which have been transcribed verbatim, dated, and verified accurate by signature), the



exact copy or exact transcript may be substituted for the original source as raw data. Raw
data may include photographs, microfilm or microfiche copies, computer printouts,
magnetic media, including dictated observations, and recorded data from automated
instruments. (From the GLP CFR 21, section 58.3)
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