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Introduction

Purpose

The purpose of this guidance is to clarify the requirements for obtaining Medical Devices
Marketing Authorization (MDMA\) for Artificial Intelligence (Al)-based medical devices, in

order to place them on the market within the KSA.

Big data and artificial intelligence (Al)-based medical devices can diagnose or predict diseases
or provide a customized treatment to a patient by learning medical big data and recognizing a

certain pattern based on machine learning.

Scope

This guidance applies to the standalone software type of medical devices, to which machine-
learning-based Al technology is applied, that diagnose, manage or predict diseases by
analyzing medical big data. It is also applicable to Al software that is configured with hardware.
For example, clinical decision supporting (CDS) software or computer-aided
detection/diagnosis (CAD) software belong to this category.

Background

SFDA/MDS has issued this guidance document in reference to the following:
- Article Three of “The Law of Saudi Food and Drug Authority” issued by the Royal
Decree No.(M/6) issued on 25/1/1428 H
- Requirements specified in “Guidance on Requirements for Listing and Medical Device
Marketing Authorization (MDS — G5)”.
- Guidance to Pre-Market Cybersecurity of Medical Devices MDS-G38
- Guidance to Post-Market Cybersecurity of Medical Devices MDS-G37
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Medical Device Item Classification and Criteria

Medical Device Classification Criteria

A. Overview

Currently, software that utilizes big data and Al technology is under development and more
advanced products equipped with more diverse and complex functions are expected to emerge
with the advancement of technology in the future. Accordingly, the purpose of this section is
to present the judgment criteria and control method for medical devices by evaluating the need
to manage products, which are developed and used as of now and products which are expected

to emerge soon, as a medical device.

B. Regulatory approach to big data and Al-based medical software

The purpose of big data and Al-based medical software is to provide massive amount of
information to a medical professional or a patient in real time and aid a decision-making. It can
contribute to improving the satisfaction level of a medical professional and a patient by
improving quality of patient care, accuracy of medical decision and efficiency.

The regulation on big data and Al-based medical software shall be flexible enough to reflect
the speed of technological advancement, frequent modification and upgrade, and complex
algorithm and consider users including patients and medical professionals and the software use

environment.

Therefore, the SFDA aims to manage software which meets the definition of medical device
clearly or software that could cause risk to a patient if it does not function as intended as a
medical device. The necessary to manage software under the medical device regulation will be
reviewed continuously considering the trend of future product development and current status

of use.
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C. Criteria in determining Medical Devices

In accordance with Article (1) of the Medical Devices Interim Regulation, a medical device

means any instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or

calibrator, software, material or other similar products used alone or in combination for human

beings as specified as follows.

Article (1) of the Medical Devices Interim Regulation, The term “medical device” in this Act

means any instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or

calibrator, software, material or other similar products or related article:

A. Intended by the manufacturer to be used, alone or in combination, for human beings for

one or more of the specific purpose(s) of:

o Diagnosis, prevention, monitoring, treatment or alleviation of disease,

o Diagnosis, monitoring, treatment, alleviation of or compensation for an injury or
handicap,

o Investigation, replacement, modification, or support of the anatomy or of a
physiological process,

o Supporting or sustaining life,

o Control of conception,

o Disinfection of medical devices,

o Providing information for medical or diagnostic purposes by means of in vitro
examination of specimens derived from the human body;

And

B. Which does not achieve its primary intended action in or on the human body by

pharmacological, immunological or metabolic means, but which may be assisted in its

intended function by such means.

Whether big data and Al-based medical software is a medical device or not is determined based

on the intended use. Decision on whether software is a medical device or not shall be made by

considering the intended use in accordance with Article (1) of the Medical Devices Interim

Regulation and following determinants.
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D. Specific scope and examples

The scope of medical devices and non-medical devices is presented below. The examples given

below are for reference only and each case should be judged considering characteristics,

situation and scientific evidence of each product.

1) Medical software that falls into the category of a medical device

a)

b)

Software that diagnoses, predicts or monitors the possibility of diseases including
the existence of disease and condition, or treats diseases using clinical information
(ex: size and location of tumor lesion, etc.) obtained by analyzing medical

information based on medical big data.

Software that provides clinical information necessary for diagnosis and treatment
by analyzing medical image, signal from in-vitro diagnostic medical device and a
pattern or signal from signal acquisition system (electrocardiograph,

electroencephalograph, etc.)

2) Medical software that does not fall into the category of a medical device

a.

Software that supports administrative work of a medical institution (management
of wards and inventory, handling of electronic procedure, etc.)

Software intended for exercise, leisure activities and general health care

Detailed criteria shall be in accordance with ‘Criteria for Judging Whether Medical
Devices or Personal Health Care (wellness) Products’.

Software for education/research purpose

Software intended for managing medical records which are not related to treatment
and diagnosis of diseases

Software that provides a tool to organize and trace health or treatment information
of a patient to a medical professional or that helps a medical professional easily

find medical information
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Item Classification

Medical devices are classified based on the intended use of the medical devices and degree of
potential risk to human body upon use in accordance with the “Guidance on Requirements for
Listing and Medical Device Marketing Authorization (MDS - G5), Annex (5) Risk

Classification Rules for Medical Devices”.

Approval and Review Considerations

Following matters shall be considered upon approval and review for big data and Al-based
medical devices. For more information to be considered upon review and approval of Medical
Device Software, refer to SFDA MDS-G23 guidance titled “Guidance on Software as a

Medical Device.”

1. Essential Requirements on Application
“Performance” you shall fill out in the application form for review and approval,
includes technical specification including cloud server operating environment, cloud

service type, security standard.

You shall write down the output information, update cycle of training data and accuracy
of diagnosis results in the main performance, as well as provide cloud server operating
environment and cloud service type in case where cloud server is used. Also, you shall
describe data encryption and decryption and policy on anonymity in the security

specification.

2. Validation on Essential Requirements and Clinical Effectiveness
For the performance and clinical efficacy of big data and Al-based medical devices,
diagnosis accuracy of a product can be confirmed with items such as sensitivity,
specificity, positive predictive value, negative predictive value, receiver operating
characteristic (ROC) curve and Area Under the Curve (AUC).
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The data used for verification of performance and clinical efficacy shall be considered

the mutual independency with data developing to maintain objectivity.

>

Examples of items to verify performance and clinical efficacy
1) Sensitivity

- Probability to identify those with the disease among people with the disease
2) Specificity
- Probability to identify those without the disease among people without the disease
3) Positive Predictive Value
- Fraction of those with specific characteristic of the disease among the people classified with
specific characteristic of the disease
4) Negative Predictive Value
- Fraction of those without specific characteristic of the disease among the people classified
without specific characteristic of the disease
5) Receiver Operating Characteristic (ROC) Curve
- ROC is a graph drawn using sensitivity and false-positive rate (1- specificity) based on
diagnostic test results. With this curve, it is possible to assess the diagnostic performance
that distinguishes positive or negative.
6) Area Under the Curve (AUC)
- It refers to an area under the ROC Curve, indicating diagnostic accuracy. Among the values

between 0.5 and 1.0, the value closer to 1 indicates a better performance

In addition, in case where medical information is saved and transmitted through
network by applying cloud computing technology, the possibility of modification of
medical information and the occurrence of damage can be considered depending on the

medical information security and cloud transmission.

Security requirements for the use of network include sever access control, user
authentication, use of encryption method upon transmitting and saving medical
information and de-identification and requirements shall be appropriately set according
to the relevant SFDA guidance documents :

- Guidance to Pre-Market Cybersecurity of Medical Devices MDS-G38

- Guidance to Post-Market Cybersecurity of Medical Devices MDS-G37
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Clinical Validation

The methods for clinical validation applicable to big data and Al-based medical devices
can be broadly divided into a prospective study, a retrospective study and a
prospective/retrospective study where both studies are conducted in parallel and
appropriate clinical trial method can be designed according to the characteristics of a

product.

Upon designing retrospective study, sample data should be independent from data used
in the product development process. For the inclusion and exclusion criteria of sample
data and the targeted number of subjects, the information related to sample data
collection (collection method, collection place, collection format, collected items, etc.),
sample data measurement timing, the number of subjects, and the inclusion and

exclusion criteria for sample data should be considered.

Submission Requirements

The documents to be submitted upon application for the approval for medical devices
shall be in accordance with the requirements specified in “Guidance on Requirements
for Listing and Medical Device Marketing Authorization (MDS — G5)”.

For the approval for big data and Al-based medical device, comparison of the device
with previously approved product should be conducted according to the regulation
and if it is found that the intended use and operating principles are different,
documents for clinical trial should be submitted. If the two products show

equivalence, submissions on clinical trial may be waived.

Equivalence comparison of machine-learning-based medical devices should be
conducted to compare on the intended use, model used for machine learning and

characteristics of training data in the two products.
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Version Control
Version control rules for big data and Al-based medical devices can be divided into
the management of product structure and design by a manufacturer and other

management such as addition of training data.

The design modification of a product can be managed in the same way as the
management of general medical device software version but in case where version is
changed due to additional training data, appropriate version control method shall be
applied in accordance with data control policy of a manufacturer and a medical
institution and write down the information in the application form for approval and

review.

As shown in Table 1, version control method for big data and Al-based medical devices
can be divided into major function change, simple change, minor change and training
data change.

Table 1 Version Control Method

Change

Classification Details ( Example ) Control method

Change in operating principles,
intended use, performance (applicable
Major to In case where the pre-approved
performance (accuracy) changes
beyond the previous range.)

Proceeding the change
approval process

Simple Graphic user interface (GUI) design Proceeding the change
P change approval process
. Bug correction, color and menu Occasional report or
Minor )
location change of GUI, etc. annual report

Training data change within the range
of performance (accuracy) written
during approval

Autonomous control
by a manufacturer

Training data
Change




doallg daill Qslall &imll
Saudi Food & Drug Authority

In case where performance (accuracy) is changed due to training data change, it is
managed as a major function change. In contrast, if the change is made within the
performance (accuracy) range written during approval, a manufacturer can
autonomously control the version by setting the version control rule for training data
change and version number may be expressed as ‘X’ without need to mention the

specific numbers in the application form for approval and review.

Management Policy on Learning Data

Big data and Al-based medical devices require various training data including
Electronic Medical Record (EMR), medical literature (clinical papers, guidelines of
society of clinical trial, etc.) and medical image to extract characteristics for diagnosing
and predicting diseases and such training data may have an impact on the performance
and effectiveness of a product.

Therefore, a manufacturer shall establish a policy on data management to maintain the
effectiveness of training data consistently and the timing for updating training data
update can be determined based on consultation between a manufacturer and a medical

institution.

Policy on data management is related to the planning of data acquisition by a
manufacturer and a medical institution and defining an effective operating system and
plan for acquired data. System and plan for data management principle, management

organization and quality control process shall be established.

In particular, data management organization is required to set the quality control items,
scope and criteria related to training data and assess the quality of product algorithm to

training data which are added regularly or irregularly.

>



doallg daill Qslall &imll
Saudi Food & Drug Authority

Current Regulation on Cloud Computing Technology

Cloud configuration that can be used for big data and Al-based medical devices can be
divided into private cloud which can be used by a certain medical institution as the
institution installs data center internally, public cloud where cloud service by external
provider is used and hybrid cloud where public cloud and private cloud are used in

combination.

In case of applying cloud computing technology, cloud server is not subject to
regulation regarding medical devices but the information on cloud service type and
server operating environment shall be written down in the application form for approval

and review.

In case where cloud service type (ex: laaS, PaaS, SaaS, etc.) or cloud server operating
environment which impacts to performance of a medical device is changed after getting
approval or certification of the medical device, manufacturers shall obtain the change

approval.

However, such changes shall be managed by a manufacturer or a medical institution
without the need for obtaining change approval or certification if there is no impact on

the performance of medical devices.

In addition, medical device manufacturers (importers) shall implement and document
technical measures necessary for security of medical device software (access control,

de-identification of personal information, data encryption and decryption, etc.).
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Annex (1): Definitions & Abbreviations

Kingdom of Saudi Arabia
Saudi Food and Drug Authority
Medical Devices Sector

Means any natural or legal person with responsibility for design and
manufacture of a medical device with the intention of making it available
for use, under his name; whether or not such a medical device is designed
and/or manufactured by that person himself or on his behalf by another
person.

Means any natural or legal person established within the KSA who has
received a written mandate from the manufacturer to act on his behalf for
specified tasks including the obligation to represent the manufacturer in
its dealings with the SFDA.

Medical devices that support the work for medical professionals by
diagnosing, managing or predicting diseases based on analysis of medical
big data with Al technology

Technology that realizes some or all of intellectual abilities (intelligence)
of human such as recognition and learning based on methods including
machine learning using a computer

Various kinds of medical information used to diagnose, manage or
predict diseases such as medical record or biometric information
measured by medical devices, medical image and genetic information

Computing that provides virtualized information technology (IT)
resources utilizing internet technology, as a service

Data used for machine learning for diagnosis, management or prediction
of diseases

It is a result of checking whether a certain disease or condition wants to
diagnose or predict exists or not

It is a method to trace changes for a certain period of time after pre-
setting factors (risk factors) to be studied, observing the changes caused
by risk factors.

It is a method of conducting a study without direct contact with study
subjects. It is a clinical trial conducted to verify the safety and
effectiveness of medical devices using medical data of subjects obtained
through previous medical care or clinical trials rather than recruiting
subjects.
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Further Relevant Reading Materials
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Software as a Medical Device (SaMD): Key Definitions (IMDRF/SaMD
WG/N10FINAL:2013)

Software as a Medical Device (SaMD): Possible Framework for Risk Categorization and
Corresponding Considerations (IMDRF/SaMD WG/N12FINAL:2014)

Software as a Medical Device (SaMD): Application of Quality Management System
(IMDRF/SaMD WG/N23 FINAL:2015)

Software as a Medical Device (SaMD): Clinical Evaluation (SaMD WG (PD1)/N41R3)
Guideline on Review and Approval of Artificial Intelligence(Al) and big data-based Medical

Devices (For Industry), Republic of Korea, Ministry of Food and Drug Safety.
Proposed Regulatory Framework for Modifications to Artificial Intelligence/Machine Learning
(AI/ML)-Based Software as a Medical Device (SaMD), FDA.
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