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ANNEX 1 OF THE OMCL NETWORK GUIDELINE
“VALIDATION OF COMPUTERISED SYSTEMS”

THENL R G RBAE i3 1
VALIDATION OF EXCEL SPREADSHEETS

EXCEL A% K HAE

Note: Mandatory requirements in this guideline and its annexes are defined using the terms
«shall» or «must». The use of «should» indicates a recommendation. For these parts of the text
other appropriately justified approaches are acceptable. The term «can» indicates a possibility or an
example with non-binding character.

TE: K75 BRI RA 1 5 ] BRFSGAE DL BT HTEK - (S Zon 2, KT HFVER R
JHE L& IR 775 AR IF A2 — A BEHE, BT SR RINFIEZE P

1. INTRODUCTION ®f&

This is the 1% Annex of the core document “Validation of Computerised Systems”, and it should be used in
combination with the latter when planning, performing and documenting the validation process of

Excel® spreadsheets used for the processing of laboratory data.

A U FEIMRGRIIRIE” LSRRI 1, RAERR . SeiiAnic s M TSl = Bl AL BT A EXCEL
R I IAE IR 5 % 0o SUIF IR 1

This Annex presents an example of Excel spreadsheet validation, which should be used in combination
with the general requirements and recommendations given in the core document.

AR T — 4y EXCEL RAGIAE I T, %0507 N5 8% 0 SCAF rb i i P 2 SRR SR &1 71
2. INSTALLATION AND SECURITY Z3Ef1%4

To guarantee that only the latest validated version of the spreadsheet is being used and to maintain the
validated state of the spreadsheet, all validated Excel spreadsheets should be stored with read- only
access rights for the end users (e.g., on a protected network share). Only responsible persons should
have write access to the network share.

NPRIE R A8 e e (0 BB A 8%, IF H4EP R e IREs, Fr @l 8 ER) EXCEL R AFI
JE DR PR AR (B0, BHE— 2RI ) o A RIS MEEN ML Z NS
ABLRR o

End users should have no right to modify a validated spreadsheet, add a non-validated spreadsheet to the
share, or save data on the share. End users should only have the right to fill in the (permitted) cells and to
print the data or save a copy to a data repository if needed.

RZ A RLE S BIRME A I KA R IR LKA R B sF Bt = E . &
FERARAES (RVFRE) [RTeH, W LATEIER, B0 (PR ZE) 70— A 2 5l A7 0 X 4

Installation shall be documented, e.g. in the validation file, in a system log book or on a QA form. The
name of the spreadsheet, unigue identification, localisation, and the person responsible for the
spreadsheet shall be documented. The records shall also include verification, regular verification and
other issues such as updates or any problem encountered. Verification is completed after installation
and recorded.

LRI RRNA LT, i, EEIECHET, WHORERGFICATEICRAE ) QA FigH. NMILFKERKIA
PRy ME— T ALEARAS DTN RAGIEN A IEAZE L 5 1A% 2R HL ) L B A A 3 8 Y ) A, 22
B JE NS % AL R A% IR .
3. GOOD PRACTICES 1t R #3t

When setting up a new spreadsheet, following the good practices below will reduce the risk of
accidental modifications of the template and erroneous data input:

FEBLE 0T BURAR I, 3855 LU RNV W] ARSI ARAR AR R M2 SOR A g A\ B R 1R XSS
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- All calculating cells shall be locked (Format Cells > Protection > Locked) in order to protect cells
containing calculations against unintended modification, except those used for data input.

- AR RO EINAUE (TR SR SBUE) L DURS S THEDIRER TR R TR,
FT S 4m N B oo e PRI

|Number | Alignment | Font | Border | Fill

Locked
[ Hidden

Locking cells or hiding formulas has no effect until you protect the worksheet (Review tab, Changes
group, Protect Sheet button).

[T peme @
;gﬁ#}f‘l{?i GE “EHIE " R LR “ER T . BE CRPTER T R G, PEREiREA A

- Cells used for data input can be identified by a specific colour.
- T EARERON R S ITHRS AT LU R BB e AT R

- Data validation rules (Data tab > Data Validation) can be applied to data input cells to prevent
the introduction of aberrant values. Input messages and Error alert messages can be used to inform
the end user of the expected data type and acceptable range.

- BRIIEAUN CEOESBE A RE>) THR BT AR B R TR R FNARR . M B R IR
{5 B RT SR B £5e 2% I BT 7 FRO 80008 S R T 422 52 (Y el i
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Settings | InputMessage | Error Alert | CRE faEs | wemmme | soosEs |

Validation criteria ol
Allowe: TR (40
|Decima| El Ignore blank |f{fEJfE (g ()
Data: éﬁflE o
|between El | “+F

Minimum:

o
Maximurm:
|10

Apply these changes to all other cells with the same settings HEERE BRI E NS S R R ()

[ e

| Settings | Input Message | Error Alert | e HirEE2 gt i cEE,
Show error alert after invalid data is entered Hi T BT R T R R (2)

When user enters invalid data, show this error alert: HiA LB R T TR ERE
Style: Title: 2 T Hra (T
|Waming El |Dut of range |§% El | #BLnE
Error message: EiREE E):
Please enter a numeric value EHA—T0-107 ERIEHE| -

between 0 and 10
A

’ - < } CV »
e e A N
|
e ;
A 8 € ) E F G - | i L3 -
W0
13
Lirgevena
Ladana vegednoit
P viednost (et Ownaka wiorks ‘
) shretania)
1 ] 1 0.01000% 0661 Pravac (lamjerena/Tadana wigednost) ‘
" ? 0.010002 04662
113 ) 0,050003 13 sope
10 4 0080002 3324 0 s 2,719124
) * 0.1000 [ =) Gasd o 9247
7] . 0,10003 6662
e 7 025 16,604 »
y 8595000438 ]
2 . 025 16 604 % el
i * 0,399 2,967
» 0 | oson 0N »
0

- Cells used for presenting the results of the calculations (output) can be identified by a specific
colour. When the results are tested against acceptance criteria it is recommended using conditional
formatting (Home tab > Conditional Formatting) to highlight out-of- specifications results.

- HTEIESRMPIOK Gad) AERARAIBOET I . R EE RE 5 2 bt AT b, 2
WA OF > 20 SREEE7R 00S 452 .
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Greater Than EIL I
Format cells that are GREATER THAN:

5 with | Light Red Fil with Dark Red Text [«

[ Ok ][ Cancel ]

IEFEAMIZER 3

» BETEEEREMRRTREIMEL

» DARSLT AT EERT
» (R EREE R R
» (S THETEERRIE R
» HE—ENERERERT

» R ASREEREETNR T

BT ©
DAREL RIS LERE ©:
SrfiE [o] AT =]

PEEE  AaBbCc

L e |

(A Nf# A 2010 professional plus, Rl AE: 5 A L6 A [H])D

- The name of the operator responsible for data entry, and the date and time of data entry should
be recorded in dedicated input cells or the spreadsheet is printed, signed and dated after calculation.

- ST EEE TN AR Tk 4 DR B SN B H AR (R R C SR AE L R N ek R, B e S
RARATENFF 21 H .
- File path, spreadsheet filename and MS Excel® version number can be displayed within the print

area of the spreadsheet. The Excel functions ‘=CELL("filename")’ ‘=INFO("RELEASE") can be used to
display the path, filename, active sheet and the version number of MS Excel® in use.

- SUMHERAR . RAR U FRAT MS EXCEL A5 AT DL RE LA 4T BN X k. 4% ek £ =CELL("filename")’
‘=INFO("RELEASE") i] H T- W nigft. X4 1&EShR AT A MS EXCEL hiiA 5 .

| B1 - £ | =CELL("filename")
A B C
IIPath: U:\Professional\Desktop\[Excel Template.xlsx]Sheetl
2 Wersion: 1.02
3
Bl - fr| =CELL("filename”)
& E
1 BEiE: C:\Uszers' Tz Desktop', (35 H13 Tulia. x1sx] Sheetl
2 hEZE: 1.02
&
- Fe | =INFO("RELEASE") - fe| =INFO{“RELEASE")
C D E F % L E F
Excel\a‘ersionllél.ﬂ- _I EXCELARA 14. 0

PA/PH/OMCL (08) 87 R6 THH N1k R LM IRIF— 3% 1 EXCEL FA% I I8IE 201803 FHiE Julia 7 5/12
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- Password protection is recommended for all cells containing calculations (Review tab > Protect
Sheet), with only the default options checked. The same password can be used for all sheets and
can be documented in the validation file. The sheet protection password should not be
communicated to the end users.

- BB A SR R R ITR AT R R (R D> TRIPRMED , R BRE I, A R (5 S ) T
P #eA%, PICSRAERAE S E . R ORY AN TR i 2

Protect Sheet 2 I EeTres - [ERE=c=)
Protect worksheet and contents of locked cells FPLERRIENETEATE ©
Passwaord to unprotect sheet: BUH T ERFPRERARIETD E):

T k|
Allow all users of this worksheet to:

% - j . e
| Select unlocked cells v 4 1= B wdnis

[ | Farmat cells L 1§E$Tﬂ§1§fl

|| Format columns = L 'lxﬁﬁﬁﬁit =
| Format rows L] WETH,

|| Insert columns L ﬁ)\:ﬂj

[ | Insert rows AT ) B
[ | tnsert hyperlinks [ | B

[ | Delete columns || R

[_| Delete rows || BRI T i

[ oK [ = | mE |

- After protecting each sheet, the workbook structure should also be password protected (Review
tab > Protect Workbook). The same password can be used as the one for sheet protection.

- R TRNERRZ S, DRSS EEIMTEM RS (>R T o TS TAER R
HATF 2 5 o

Protect Structure and Windows Sa(meese) | st ==

Protect workbook for 2P T {ESE
Structure et
[ windows |:|

Password {optional): 8 [E[%) (B):

""| ook

| wE || mA

An example of a spreadsheet used to calculate a vaccine titration is shown on the image below. From
results obtained for a reference product (height measured at 4 concentrations), a calibration curve and
its formula are provided. Both of them are needed to calculate the concentrations corresponding to
the height measured for the tested vaccine.

PSR € R AAE G o a0 T & DO RS B 25 R (4 MREEINE S ) 53— Rk ih 2 22 5.
FETE SO vy DN B vy RE S ISk 2 I i A iz b 2 A 5

PA/PH/OMCL (08) 87 R6 THH N1k R LM IRIF— 3% 1 EXCEL FA% I I8IE 201803 FHiE Julia 7 6/12
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A [ B | 3 [ D E [ F | G [ H | ] =
1 Software name version 1.0
|2 | Operator Faorm:
|3 | Date
4 y=10,335%+6,5
B 28 Dosage R?=0,947
16|
17| 2
|8 | Conc (paémil) H{rnrm)
|9 | 85.00 28.00 B
10 85.00 27.00 £
[ 4500 050 £z
12| 35.00 1850 Zn
113 | 85.00 28.00 2
|14 | 55.00 2450 13
115 | 45.00 21.00
118 | 3500 18.50 7
a7
= ¥ " o w w0 o o
13 RE= 095 r= 097 - - ) Concentration (ug/mi} ) ) i
|20 | Valid
|21 |
2
Calculated Calculated concentration
23 |Batch number | Height mm | concentration (ug/ml) (Hofdose) CW %
24 % 18.00 34.33 17.16
25 17.50 32.84 16.42
26 18.00 3N 18.66
27 [mean 18.17 34.83 1741 B.55 Valid
28 z 2500 55.22 2761
29 oo G118 3060
20 2700 G118 3060
31 |mean 26.33 59.20 29.60 582 Valid
|32 |
|33 |
| 34 | Technician Scientist
|35 |
36
[a7 |
[38 | 2
44 v v\ software / < #|
A B D E F G i
1 HHEFAT 1.0
2 RIS
3 Hed y=0.335x+6.5
4 R*=0.947
3
6 il
2 S (pgiml) =& (mm? 28.00
3 6500 2800 »7.00 Pt
10 55.00 27.00
11 45.00 20.50 25.00 %
12 35.00 18 50 E 2300
13 65.00 28.00 £
14 55.00 2450 tw 21.00
15 4500 21.00 Mo .
16 35.00 18.50
17 17.00
18 15.00
19 RZ= 095 r= 097 3000 3500 4000 4500 5000 5500 60.00 6500 70.00
20 RE (ug/ml)
z1
22
23 #= SEMm HEIRE (ug/ml) | HERRE (uo/fD CV%
24 X 18.00 3433 17.18
25 17.50 32.84 16.42
26 19.00 373 18.66
27 FHE 18.17 34.83 1744 655 |HM
28 z 25.00 55.22 2761
29 27.00 61.19 30.60
30 27.00 61.19 30.80
31 | FHiE 26.33 59.20 29.60 582 |AM
32
33
34 HBE B#A
33 b
4 4 » M| Sheetl Sheet? ~Sheetd . ¥J [IEN il ] » 1]

In the image, grey cells are filled with numerical data from experimentation and are the only ones that can
be changed by the operator. All other cells are locked. No more than one cell from the calibration range
can be empty; all cells for vaccines must be filled to guarantee proper use.

Brb, IREFITAR RN T SER P AR A T A, BRE N R REO X e f T . T B I TR BE
RV L Te A — AT RO, HE i P S oA 28 RN S8 DL ORAIE & A 3
4. VALIDATION STAGES KHIER Bt

4.1.

There should be a general description of the spreadsheet explaining its purpose, general layout, input
types and data validation rules if required (some spreadsheet might be self-explaining). This description
can be documented in the spreadsheet itself (e.g. in a dedicated sheet), in a SOP or in the validation file.

Documentation of the spreadsheet # % /10 5%

PA/PH/OMCL (08) 87 R6 5 A4k REEHIEIE—Pf3K 1 EXCEL 4% 14iE 201803 FHPE Julia W 7/12
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RS T — A R R R L R . 5. B A SRT AR SR IE RN (I RR 28D (S8R RELL AL E
D o SRR LSRR A S T (i, BHE KB RN E) o £ SOP H el eI IE S .

Next to the general description, a full print-out of the spreadsheet where all formulas are shown
(Formulas tab > Show Formulas) should be kept in the validation file.

FE IR 5, ERUEP SO i R S BTN R, P EE R AN (AHXSERATD .
When VBA' macros are used, the VBA code should also be printed and kept in the validation file.
WA T VBA L, MBENAT BV H VBA ARSI ORAF AL B S

If matrix-formulas (array-formulas) are used, this must be indicated. An individual printout of each matrix
formula is necessary.

WERAEH THERE A CBA-2F0 , WRZEEY, R~ T 2T ED
] cao - fe | {EHAUFIGKEIT(BS:B14,D38:D40)}
i &
37|
38 =HAUFIGKEIT(BS: B14;D38: D40)

39 =HAUFIGKEIT(BS:B14;D38:D40)
40 |=HAUFIGKEIT(BS:B14;D38: D40)

C40 - £ | =FREQUENCY (ES:E14, D38:D40)
| C

=7

28 =FEEQUENCY (E5:E14, D38 :D40)
39 =FEEQUENCY (EG:E14,D38:D40)
40 |=FREQUENCY (E5:E14,D38:D40)

(VE: HAUFIGKEIT Afif 2218, BIAIE, JE XA RN FREQUENCY)

All print-outs shall clearly identify the spreadsheet name or identification and version number. When a
new version of the spreadsheet is being validated, a summary of the changes since the previous
version should be given.

JITAT $T BN 221 JS035 4 b W A% 40 BB 5 AARAS 5 o B SR IEAEIRAIE IZRA% 1 — AT CAR, B H A EASRCA R
KA

The version of Microsoft Excel used for the creation and validation of the spreadsheet should be
traceable (either by the documentation of the spreadsheet or by the change log of the IT department), and
any known incompatibilities with older or newer versions should be documented.

QI A% AR AIE A% h B IO EXCEL MR R FTIE S (FERMESCAF, BAE 1T BT ARG SR
FACR A 5 H ARG A A I 2 ARE .

The documentation of the spreadsheet can be considered as the URS.
A HI A AT AE )9 URS.

In order to properly document the spreadsheet, formulas shall be printed and entered into the
validation document (see example below).

N TG AT RN, N A AT BRI BN RAE S (B IRBD .

! Visual Basic for Applications

PA/PH/OMCL (08) 87 R6 5 A4k REEHIEIE—Pf3K 1 EXCEL 4% 14iE 201803 FHPE Julia 7 8/12
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I ] =
n Software name version 1.0
2 Operator
B Date
4
=]
| 5| Conc (pgfml) Himm)
| 2| ES
|12 S5
i1} 45
[iz] E3
|13 ES
|1 S5
|15 45
[ 5 | 35
L1
|1z
[ 12 R3= =COEFFICIENT DETERMIMATION{FC $9:5C 56,5059 58 516) r=
E1 =S1{B19< 0.85;"Hot Valid™;"Valid™)
a1
23 | Batch number Height mm Calculated concentration (pginl)
2 % 15 =B 24-0RDOMNNEE ORIGINECHC $9:5C §16, 36 53 3651 6P E NTEFCEIFCH1 65559 $53516)
|25} 175 =B 25-0RDONNEE ORIGINECHC $9:5C §1 6,36 59 3651 6DFPENTEFCEIFCH 6,50 59 35F516)
6 19 =B 26-0RDONNEE ORIGINECHC $9:§C §16, 36 53 3651 6P E NTEFCEIFCH1 655 $9. $5F516)
|27 Jmean =(B24+B25+B26)/3 =[B27-ORDONNEE ORIGINECHC $9:5C §16, 3653 3651 0P E NTESCEIFCH 65559 $5F516)
= T 25 =[H28-0RDOMNNEE ORIGIME(FC 59 $C 516,853 $8F1 6P E MTEFCES FCH1 6,58 59 $8%516)
= 27 =[H29-0RDOMNNEE ORIGIME(FC 59 $C 516,853 5851 6P E MTE(FCES FCH16, 5859 $8%516)
a0 27 =[H30-0RDOMMNEE ORIGIME(FC 59 $C 516, 5853 $8%1 6P E MTEFCES FCH16, 5859 $8516)
31 |mean =(B23+B29+B30)/3 =[H31-0RDOMNMNEE ORIGINEHC$9: 5C 516, 5859 $8%1 6P E MNTE(FCHFCH1 6,56 59:$6%16)
EY
)
[5tlTechnician :
Softnare name
3040442009 wersion 1.0

4.2. Validation of the calculations of the spreadsheet & #&i+%5 [{) 4% iiE

All calculations are to be verified with a system completely independent from the self-developed
spreadsheet. One validation method is to compare the results obtained by the spreadsheet with
results obtained by commercial software or with a calculator, using the same dataset as input.
Another validation method is to compare the results obtained by the spreadsheet with published
reference data (e.g. physicochemical data of substances).

P T DI AR — AN SE R ISL T W AT R RAR I RGN AT AL o —NIRAIE J5 120 SR FH AR [ A S A B8l 21
B, KGRI E AR SR WAL SR E R, S TS R 4l RAT AL 0 —MRIE T R 2
RIGFTE RS ATFRAG T EEE (plan, DB 8D

If the spreadsheet will be used on computers running different versions of Excel it is required to perform
the validation of the functionality using each of those different versions as some newer Excel functions
are not retro-compatible with older versions of Excel.

WIER RSB TIETAF EXCEL WMAMITFENL, W55 SN A FRASK AT IHEE AR, KN E SH
EXCEL BREABER R IHR EXCEL.

4.2.1. Vvalidation of the calculations by using commercial software or published data 7& /4 W/ £ #1126 4
TFR A B AT 11 T i

A dataset as close to real values as possible must be chosen. Excel calculations are compared to the

results given by commercial software or by published data, which are considered as validated (see

example in the image below). The commercial software provides the coefficient of correlation, R’ and the
coefficients of the calibration curve.

AR ER AR SL IR R 5. # EXCEL tHE S5O R 2 I IR i i ML AL B A B0 T A AT B AR 1T
HARBATILR (S W TEPEGD o AR TGRS, R2 AELIE T2 7.

PA/PH/OMCL (08) 87 R6 5 A4k REEHIEIE—Pf3K 1 EXCEL 4% 14iE 201803 FHPE Julia 7 9/12
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Begression Analvsis — Linsar model: ¥ = & + b*X
Dependesnt variakles: H
Independent variabkle: Conc

Standard T

Paramstar Estimate Error Statistic P-Value
Intercept 6.3 1.&569 3.8922%8% 0.00748
Slope 0.335 0.03233%3 10.358% 0.0000

Lnalysis cof Variance
Source Sum of Sguares Df Mean Sguare F-Ratio PF-Value
Model 112.225 1 112,228 107.31 0.0000
Residual 6.275 @ 1.045532
Total (Corr.) 118.5 7
Correlation Coefficient = 0.973163

E-sqguared = 94,7048 percent
Srtandard Error of Est. = 1.022c¢

The output shows the results of fitting a linsar model to describe
the relationship between H and Cone. The eguaticn of the fitted model

H= 8.5 + 0.335*Conc
Since the P-valus in the ANOVA table is less than 0.01, there is a
(-]

statistically significant relationship between H and Conc at the
confidence lewvel.

5%

The R-Sguared statistic indicates that the model as fitted sxplains
94,.7046% of the wvariability in H. The correlaticn coefficient sguals
1.873163, indicating & relatiwvely strong relaticnship betwesn the
variakbles. The standard srror of the s2stimate shows the standard
deviation of the residuals to be 1.022Z04. This walue can bes ussd to
construct prediction limits for new chkservations by selecting the
Forecasts opticon from the teXTt menu.

If no discrepancy occurs, the validation of this part of the calculation is considered as fulfilled. If a
discrepancy is observed, a check and revision of the formulas must be performed (and the whole
validation re-performed).
MPBAZES, WAICARE S ERIIER 2K WRENAZER, WA AXEATRENET (AR5
HFPATEARIE
4.2.2. Validation of the calculations with a calculator (manual calculation) /7715 #5507 i1 5 1) GEH 17553 iF
(ATt 5D

Using the printed formulas from the spreadsheet, all concentrations are calculated using a calculator (see
next image) and compared with the results given by the spreadsheet.

P MEAS AT ENI I A 2, SRR R AR (LD . 53R Thas ik g Rt AT LA,

PA/PH/OMCL (08) 87 R6 5 A4k REEHIEIE—Pf3K 1 EXCEL 4% 14iE 201803 FHPE Julia
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A I B I c 1 1] | E F
| 1] Sotware name version 1.0
| 2] Operator 3 7 : : Form:
2] Date 03108/ Loo
P
| 5 1 Dosage
]
B 40.00 s
— | 38.00 45—
| 8 | Conc (pg/ml) H(mm) 36.00 f==———
| o] 65.00 280 g 3400 f——
110 §5.00 £3.0 £ 3200 —
m 45.00 £6.5 NN E— .
[12] 35.00 Ags LEYoE
113 65.00 15.0 24.00 +
[14] 55.00 ZL.S 22.00 =
[ 15 | 45.00 2.0 2000 '- ) y -
" 35.00 A8 < 30.00 3500 4000 4500 5000 5500 60.00 6500 70.00
‘_? Concentration pg/ml
18 - -
| 19| R¥= r= H=6,5 + 0,335 xconc.
| 20|
| 21
22
Calculated Calculated concentration
23 | Batch number Height mm concentration (pg/ml) (pg/dose) CV %
24 X Al 34.33 A.AC
25 A% S 32 8L AL
2 A5 33,31 A8.6C
27 |mean FTRE] méan = 3,.93 PENT £.55% Valid
28 bd Zs §5.22 i}.41
29 &% £1.49 30.{e
30 s f1. 49 30.60 R
a1 |mean 2633 |mean z 5320 14 6o 537 Valed
32
i
34 | Technician : Scientist :
Software name
03/06/2009 version 1.0

As an alternative, the PC calculator can be used and documented in screen shoots, as in the image below.

TENBA, WIEH PC LRGSR IF a0 T A5 I K.
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30
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43 7
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46 1S e e — _"_'ﬂ""
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If no discrepancy occurs, the validation of this part of the calculation is considered fulfilled. If a
discrepancy is observed, both the revision of the formulas and the manual calculations should be repeated

(and the whole validation re-performed).
IMPRKIZER, MDA TSR IGIER E 2R . WRARKIAE 2R/, MNESaX, EEANTHE OFE
WIAT EHIGIE) .

Moreover, calculations in paragraph 4.2.1 and 4.2.2 should be re-performed with other datasets
including exceptional situations, for example: OOS results, missing data, or nonsense data. Calculations
should also be validated under these conditions, as applicable (data not shown).

A, NAE e EE RIS G AME T E AT R 4.2.1 1 4.2.2 G, 0, OO0S 455, BLksdE. sioe
RECEEE . AN, fERLETE T TR AT IR OREREE) .
4.2.3. Validation of the protections ZZ#" /% iIF
The following points shall be verified and documented:
PAN s B HEAT R B AT 3
PA/PH/OMCL (08) 87 R6 5 A4k REEHIEIE—Pf3K 1 EXCEL 4% 14iE 201803 FHPE Julia
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- Access rights to the spreadsheet (e.g. on the network share) are correct: the file cannot be
modified or deleted by users.

- RIEHEABUR (B, EREIET B IR P RS S B S

- The different sheets within the spreadsheet are properly protected: only input cells can be edited,
all other cells are locked.

- TAERAARERZIE LR AR R ITR ] L T 9, Bra e ook 8ie
- A password (if applicable) is needed to remove sheet protection and workbook protection.
- U AR ORI AR MR AP N 7 A G D

At this stage, the spreadsheet is considered as validated and its status is issued and filed.

B, INAER CEIRIE, HIRES N KA AR,

5. REGULAR VERIFICATION OF THE SPREADSHEET FRA& {1 E {2

Regularly, in a risk-based approach an OMCL should define an appropriate frequency of regular
verification of an existing spreadsheet. After every change performed in the soft- or hardware
configuration, the spreadsheet should be verified to ensure that its validated state is maintained. A known
dataset is used and the results are compared to the standard one.

— R UL, OMCL N R & L CA A& 1K E HZ K . FERR B U i SR B 2 J5, Ak B
AT DA DR 4P HLBAIEIRES o AT CANEE 51, K 4h RS hRiES R AT L.

In order to help the operator, verification instructions containing the information required should be available.
N T HBERIEN G, BT — & P A B AR S 1.

Each verification is registered with the following information: date of operation, intervention (i.e. verification),
comments, and operator’'s signature. Results from the verification should be kept in the validation file or
system documentation.

AL ECANER: BERW. % (A  SENREAN RS . AR RN AR AEIIE S
G T Tl L
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